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  ABSTRACT    
 

     The mapping of Layer 3 (IP) to Layer 2 (MAC) addresses is a key service in IP networks, 

and is achieved via the Address Resolution Protocol (ARP) protocol in IPv4. Due to its 

stateless nature and lake of authentication, ARP is an easy goal to spoofing attacks, which can 

enable Denial of Service (DoS) or Man-in-the-Middle (MIM) attacks. 

In this search, we discuss the problem of ARP spoofing in the context of Software Defined 

Networks (SDNs). We studied important parameters such as throughput, delay and the 

availability of the network. Results showed that ARP spoofing attacks was able to make a 

negative effects on network performance.                                                   
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Error! Unknown switch argument.
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Application Programming Interface

 

 

NOX/POX C++/Python Stanford 

Beacon Java Stanford 

Floodlight Java Big Switch 

Ryu Python NTT laboratories 

Open 

Daylight 

Java Linux Foundation 

 



   Tishreen University Journal. Eng. Sciences Series 2222( 2( العدد )42) 

 

journal.tishreen.edu.sy                                                     Print ISSN: 2079-3081 , Online ISSN:2663-4279 

388 

Link Layer Discovery 

Protocol

Switch Listenerو  Device ListenerوMessage Listener

 

 Effective monitoring of abnormal traffic

 (Timely dealing with vulnerabilities
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 Vulnerable controller

 Risks caused by open program able Interfaces):
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