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O ABSTRACT 0O

The mapping of Layer 3 (IP) to Layer 2 (MAC) addresses is a key service in IP networks,

and is achieved via the Address Resolution Protocol (ARP) protocol in IPv4. Due to its
stateless nature and lake of authentication, ARP is an easy goal to spoofing attacks, which can
enable Denial of Service (DoS) or Man-in-the-Middle (MIM) attacks.
In this search, we discuss the problem of ARP spoofing in the context of Software Defined
Networks (SDNs). We studied important parameters such as throughput, delay and the
availability of the network. Results showed that ARP spoofing attacks was able to make a
negative effects on network performance.
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17 14.060129700€ 00:00:00_00: 42 10.0.0.8 is at 2
18 15.45434100€ 00:00:00_60: E 42 10.0.0.1 is at :02 (duplicate use of 10.8.8.8 detected!)
19 16.00163100€ 00:00:00 00:00:02 42 10.0.6.8 is at
20 17.45447560€ 00:00:00_00:00: 0 E 42 18.0.0.1 is at 8:02 (duplicate use of 10.8.8.8 detected!)
21 18.00174500€00:00:00_00: 42 10.0.0.8 is at 2

42 16.0.6.1 is at

22 19.454861600€ 00:00:00_60:

74 !mll! [SYN, ACK] Seq=6 Mle-l. nin-zm Len=0 MSS=1460 SACK PERM=1 TSval=1206338 TSecr=12063

26 19.77332800€10.9.0.1

29 19.77559000€ 10.0.0.8 10.8.0.1 TCP 66 60161-5566 [ACK] Segq=1 Ack=1 Win=29696 Len=0 TS5val=1206339 TSecr=1206338
10.6.0.1 90 68161+5566 [PSH, ACK] Seq=1 Ack=1 Win=29696 Len=24 TSval=1206339 TSecr=1206338

30 19.77560560€ 10.6.0.8 TCP
32 19.77561460€ 10.6.0.8 10.6.0.1 TCP 66 66161+5566 [ACK] Seg=1 Ack=1 Win=29696 Len=6 TSval=1206339 TSecr=1206338
33 19.77563400€ 10.0.0.8 10.6.0.1 TCP 2962 68161+5566 [ACK] Seq=25 Ack=1 Win=29696 Len=2896 TSval=1206339 TSecr=1206338
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2y o i Cagw (12) JSGN 4 2wl Linear topology Zhall La gl gishall gLl 18 & (i
A% ealic g SDlagll daja Gmses Leae Adie Cpisine 2Ll 5 S LS g Juaile pSas
)PL }i BJLAS 9 Blua gl ui Ua g 200Mbit

m () & - g W |
h7

h1l h2 h5

i L glgagh i SDN Al :(12)Ji)

Open  JSggnll aladiuly aSaiall ) a5 Al o500 Jilssil Wire shark zai e Ladiel g Ll 13a 8

(13) IS0 4 e s LS asagd) 25 i 25 0 2500 4 e < Cua flow
Op L Jhat¥) o h2 saial) aladiuly agagd) 385 &5 s (14) JSG 8 Gae 58 LS asagd) dw ol
3 sady TCP Jall JsS59  aladinly ellyg Iperf slaY) alasauly Juai¥) olis) & s h8 5 h1 iaial)

7168 204.3626950€ 127.
7169 2084.3627170€ 127 .

OpenFlow 74 Type:
openFlow 74 Type:

OFPT_ECHO_REQUEST
OFPT_ECHO_REPLY

7170 204.3627420€ 127 . TCP 66 665335293 [ACK] Seq=45376 Ack=27543 Win=3327 Len=@ TSval=44005 TSecr=44005
7171 204.3632730€ 127. OpenFlow 74 Type: OFPT_ECHO REPLY

7172 204.3633300€ 127 . TCP 66 665335289 [ACK] Seq=43609 Ack=28215 Win=4734 Len=8 TSval=44085 TSecr=44805
7173 204.3636290€ 127 . OpenFlow : OFPT_ECHO REQUEST

7174 204.3639560€ 127.
7175 204.3639820€ 127.
7176 204.3639870€ 127,
7177 204.3643480€ 127 .
7178 204.3645330€ 127.
7179 204.9593590€ 127 .
7180 204.9597210€ 127.
7181 204.9597610€ 127.

OpenFlow OFPT_ECHO REPLY

TCP 66 665335286 [ACK] Seq=45731 Ack=33963 Win=4222 Len=8 TSval=44086 TSecr=44806
openFlow OFPT_ECHO_REQUEST

OpenFlow OFPT_ECHO_REPLY

TCP 66 665335294 [ACK] Seq=214920 Ack=197740 Win=4862 Len=0 TSval=44006 TSecr=44006
OpenFlow OFPT_ECHO REQUEST

OpenFlow pe: OFPT_ECHO REPLY

TCP 66 6653435291 [ACK] Seq=24602 Ack=26925 Win=4222 Len=0 TSval=44155 TSecr=44155

HHHHHBEHH MM B R B R
coocoooCcoCODOODDCCOODOODOODAG
L T L R T ST TR R R R o

7182 205.1828270€ 127. OpenFlow OFPT_PACKET OUT

7183 205.1829580€ 127 . OpenFlow OFPT_PACKET OUT

7184 205.1830420€ 127. OpenFlow : OFPT PACKET OUT

7185 205.1831260€ 127. OpenFlow OFPT_PACKET OUT

7186 205.1831850€ 127. 127.0 OpenFlow pe: OFPT PACKET OUT

7187 205.1841520€ 127 127.0. TP 66 3529046653 [ACK] Seq=33714 Ack=45243 Win=1216 Len=0 TSval=44211 TSecr=44216
7188 205.1845090€ 127. 127.8. OpenFlow 169 Type: OFPT_PACKET IN

7189 205.1845380€ 127. 127.0. TCP 66 665335286 [ACK] Seq=45933 Ack=34066 Win=4222 Len=0 TSval=44211 TSecr=44211
7190 205.1849990€ 127 127.0. OpenFlow 169 Type: OFPT_PACKET IN

7191 205.1850240€ 127. 127.8. TCP 66 6653-35288 [ACK] Seq=44823 Ack=33758 Win=4222 Len=0 TSval=44211 TSecr=44211
7192 205.1852700€ 127. 127.0. OpenFlow 169 Type: OFPT PACKET IN

7193 205.1852970€ 127 127.8. TCP 66 6653+35291 [ACK] Seq=24602 Ack=27028 Win=4222 Len=0 TSval=44211 TSecr=44211

b WS C_:\S.':S\ il g ilda
psad 3 g ate Jla A asatal) LY Ba el 4l 1(13) Jeid

7333 211.7584880€ 127.0.0.1 127.0.0.1 TCP 66 6653+35291 [ACK] Seq=24937 Ack=27052 Win=4222 Len=@ TSval=45854 TSecr=45854
7334 213.6599390€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO REQUEST

7335 213.6599450€ 127.8.8.1 127.8.8.1 OpenFlow 74 Type: OFPT_ECHO REQUEST

7336 213.6603930€ 127.0.0.1 127.90.8.1 OpenFlow 74 Type: OFPT_ECHO_REQUEST

7337 213.6607540€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO_ REPLY

7338 213.6608080€ 127.0.0.1 127.8.8.1 TCP 66 6653+35290 [ACK] Seq=45384 Ack=33952 Win=3327 Len=8 TSval=46336 TSecr=46330
7339 213.6618430€ 127.0.0.1 127.90.0.1 OpenFlow 74 Type: OFPT_ECHO_REPLY

7340 213.6618940€ 127.0.0.1 127.0.0.1 TCP 66 6653+35286 [ACK] Seq=46175 Ack=34201 Win=4222 Len=0 TSval=46330 TSecr=463360
7341 213.6620100€ 127.0.0.1 127.8.6.1 OpenFlow 74 Type: OFPT_ECHO_REPLY

7342 213.6620350€ 127.0.0.1 127.9.0.1 TCP 66 6653-35293 [ACK] Seq=45820 Ack=27781 Win=3327 Len=0 TSval=46330 TSecr=46330
7343 213.7588090€ 127.0.0.1 127.e.0.1 OpenFlow 74 Type: OFPT_ECHO REQUEST

7344 213.7590970€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO REQUEST

7345 213.7593930€ 127.08.6.1 127.8.8.1 OpenFlow 74 Type: OFPT_ECHO_ REPLY

7346 213.7595650€ 127.0.0.1 127.0.0.1 TCP 66 6653+35294 [ACK] Seq=215263 Ack=197875 Win=4862 Len=@ TSval=46355 TSecr=463:
7347 213.7596390€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO REQUEST

7348 213.7596900€ 127.6.0.1 127.8.8.1 OpenFlow 74 Type: OFPT_ECHO_ REPLY

7349 213.7597160€ 127.0.0.1 127.90.8.1 TCP 66 6653+35289 [ACK] Seq=44653 Ack=20453 Win=4734 Len=0 TSval=46355 TSecr=46355
7350 213.7597690€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO_ REPLY

7351 213.7597860€ 127.0.0.1 127.8.8.1 TCP 66 6653+35288 [ACK] Seq=45267 Ack=33893 Win=4222 Len=8 TSval=46355 TSecr=46355
7352 213.7600710€ 127.0.0.1 127.90.0.1 OpenFlow 74 Type: OFPT_ECHO_REQUEST

7353 213.7603030€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO_ REPLY

7354 213.7603420€ 127.0.0.1 127.8.6.1 TCP 66 6653+35292 [ACK] Seq=59845 Ack=42547 Win=3327 Len=8 TSval=46355 TSecr=46355
7355 213.8588170€ 127.0.0.1 127.9.0.1 OpenFlow 74 Type: OFPT_ECHO REQUEST

7356 213.8597680€ 127.0.0.1 127.0.0.1 OpenFlow 74 Type: OFPT_ECHO_ REPLY

7357 213.8598500€ 127.0.0.1 127.8.6.1 TCP 66 6653+35291 [ACK] Seq=24945 Ack=27060 Win=4222 Len=8 TSval=46386 TSecr=46380
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Kali Linux windows 10
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loodlight@floodlight:~5 cbench -c localhost
bench: centroller benchmarking tool

running in mode 'latency’

connecting to controller at localhost:6653

faking 4 switches offset 1 :: 2 tests each; 1000 ms per test

with 106000 unique source MACs per switch

learning destination mac addresses before the test

starting test with © ms delay after features_reply

ignoring first 1 "warmup" and last ® "cooldown" loops

connection delay of @ms per 1 switch(es)

debugging info is off
15:22:43.181 4 switches: flows/sec: 82 B85 78 72 total = 0.317000 per ms
15:22:44.298 4 switches: flows/sec: 99 181 96 88 total = ©.380708 per ms
RESULT: 4 switches 1 tests min/max/avg/stdev = 380.71/35u.r1/380./1/0.00 1esponses/s
loodlight@floodlight:~$

Agaluy!

loodlight@floodlight:~$ cbench -c localhost -s 4 -1 2 -t -p 6653
bench: controller benchmarking tool
running in mode 'throughput'’
connecting to controller at localhost:6653
faking 4 switches offset 1 :: 2 tests each; 1000 ms per test
with 100000 unique source MACs per switch
learning destination mac addresses before the test
starting test with 0 ms delay after features_reply
ignoring first 1 "warmup" and last © "cooldown" loops
connection delay of Oms per 1 switch(es)
debugging info is off
15:22:09.200 4 switches: flows/sec: 119 124 125 160 | total = 0.527626 per ms
15:22:10.303 4 switches: flows/sec: 131 120 113 118 total 0,480811 per ms
RESULT: 4 switches 1 tests min/max/avg/stdev = 480.81/480.81/480.81/0.0U0 responses/s
: ; : :

loodlight@floodlight:~S cbench -c localhost
bench: controller benchmarking tool
running in mode 'latency'
connecting to controller at localhost:6653
faking 4 switches offset 1 :: 2 tests each; 1000 ms per test
with 100000 unique source MACs per switch
learning destination mac addresses before the test
starting test with @ ms delay after features_reply
ignoring first 1 "warmup" and last 0 "cooldown" loops
connection delay of Oms per 1 switch(es)
debugging info is off
15:23:57.527 4 switches: flows/sec: 153 166 153 130 total 0.600354 per ms
15:23:58.632 4 switches: flows/sec: 149 162 162 152 total = 0,621928 per ms
RESULT: 4 switches 1 tests min/max/avg/stdev = 621.93/621.93/0621.93/0.00 responses/s

EIREN

loodlight@floodlight:~$ cbench -c localhost -s 4 -1 2 -t -p 6653
bench: controller benchmarking tool
running in mode 'throughput'
connecting to controller at localhost:6653
faking 4 switches offset 1 :: 2 tests each; 1000 ms per test
with 100000 unique source MACs per switch
learning destination mac addresses before the test

starting test with © ms delay after features_reply

ignoring first 1 "warmup” and last © "cooldown” loops

connection delay of Oms per 1 switch(es)

debugging info is off
15:25:34.958 4 switches: flows/sec: 100 116 87 98 total = 0.399801 per ms
15:25:36.060 4 switches: flows/sec: 101 100 94 99 total = ©.393353 per ms
RESULT: 4 switches 1 tests min/max/avg/stdev = 393.35/393.535/3953.55/0.00 [esponses/s
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