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O ABSTRACT 0O

In spite of the tremendous development in the field of information technology and the
emergence of different mechanisms to improve the overall performance of the network, it
did not study the development of the network infrastructure, prompting researchers to find
a technology to develop the network architecture and the result was emergence of Software
Defined Networks (SDN) which is a quantum leap in networking for its advantages in
improving network performance and scalability.

SDN is the next generation of infrastructure in the world of networks, because it can
accomplish what can’t be done by traditional networks which contain a switch or a router
responsible for making decisions and implementing these decisions, while SDN provided a
split between the decision making (Control Plane) and (Data Plane), and this division is the
great development provided by Software Defined Networks.

Communication between devices in the Data Plane and controller which is the most
important element and represents the brain of network is driven through OpenFlow
protocol which is the most popular protocol in SDN
This research provides a study of OpenFlow protocol, the mechanism of communication
between switch and the controller and what are the exchanged messages. In addition to
study of POX controller that is one of important and famous controllers in SDN and how to
achieve the intelligence of the network and the possibility of programming to implement
many applications in order to realize the concept of SDN, then we measured throughput
and latency of this controller, and thus we have a full knowledge of the components of
SDN technology which helps us to propose and implement many different applications.

Key Words: Software Defined Networks, OpenFlow Protocol, Controller, Throughput,
Latency.
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from pox.core import core

import pox.openflow.libopenfloew 01 as of

from pox.lib.util import dpidToStr
log = core.getLogger()

def _handle_ConnectionUp (event) :

msg = of.ofp_flow_mod()

msg.actions.append (of.ofp_action_output(port = of. OFPP_FLOOD))
event.connection.send(msg)

log.info(““Hubifying %s”, dpidToStr(event.dpid))

def launch () :
core.openflow.addListenerByName(“ConnectionUp”, handle ConnectionUp)

HUB Gadaill s 21l OpenFlow JsSsis sl Sy POX aSaiall 458 af il Ly 35S0 fay, .
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root@mininet-vm:~# tcpdump —n —i h3-eth0
Aalaill 38502 W 1 0« PING shal asii & (a5

root@mininet-vm:~# ping 10.0.0.2
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i * "Node: h1”

= | B |-

rootBmininet-vm:™# ping 10,0,0,2
PING 10,0,0,2

(1o, 0,0,2) BE(B4) bytes of data,

B4 bytes from 10,0,0,2% icmp_seg=1 ttl=64 time=1,57 m=z
64 bytes from 10,0,0,2: icmp_seqg=f ttl=G64 time=0,084 m=z
B4 bytes from 10,0,0,2: icmp_seq=3 ttl=Bd time=0,101 ms
B4 bytes from 10,0,0,2% icmp_seg=4 ttl=G64 time=0,082 ms
64 bytes from 10,0,0,2% icmp_seq=b ttl=64 time=0,076 m=z
64 bytes from 10,0,0,2: icmp_seg=E ttl=G64 time=0,073 m=z
B4 bytes from 10,0,0,2: icmp_seq=7 ttl=Bd time=0,110 ms
B4 bytes from 10,0,0,2: icmp_seq=8 ttl=64 time=0,107 msz
B4 bytes from 10,0,0,2% icmp_seg=9 ttl=64 time=0,112 ms
B4 bytes from 10,0,0,2% icmp_seq=10 ttl=64 time=0,101 m=z
B4 bytes from 10,0,0,2: icmp_seq=11 ttl=64 time=0,082 m=z
B4 bytes from 10,0,0,2: icmp_seq=12 ttl=B4 time=0,08E ms
“C

-—— 10,002 ping statistics —

12 packets tranzmitted, 12 received, 0¥ packet los=, time 11020ms
rtt mindavgemaxmdey = 0,076/0,215/1,57140,409 m=
rootEmininet—wmn:“#

rootEmininet—unt~# ||

.h2 sh1 o PING slal 1(8) Jedll

X "Node: h3"

—command ]

[ -2 user ] [ expression ]
rootimininet—vm:™# tocpdump —n —i h3—ethi
topdump: werbose output suppressed, use -vw or - for full protocol decode
listening on h3-sthl, link-type EM1OME (Ethernet), capture size 262144 bytes

05100:23,184132 TP 10,0,0,1 > 10,0,0.2: ICHMP echo request. id 4608, =eq 1. lengt
25?30:23+185332 IP 10,002 > 10,0,0,1: ICHP echo reply. id 4608, =eq 1, length
33:00:24+18?118 IP 10,001 > 10,0,0,2: ICMP echo request. id 4608, =seq 2, lengt
25?30:24+18?1E? IP 10,0,0,2 > 10,0,0,1: ICHP echo reply. id 46028, =seq 2, length
23:00:25+189?12 IP 10,001 > 10,0,0,2: ICMP echo request,. id 4608, s=q 3. lengt
25?30:25+189?53 IP 10,002 > 10,0,0,1: ICHP echo reply. id 4608, =seq 3, length
23:00:25+1920?8 IF 10,001 > 10,0,0,2: ICHMP echo request,. id 4608, s=q 4, lengt
EE§30125+192114 IP 10,0,0,2 > 10,0,0,1t ICMP echo reply, id 4608, =eq 4. length
33:00:2?+194?30 IP 10,0,0,1 > 10,0,0,2: ICHP echo request, id 4608, =seq 5. lengt
25?30:2?+194?52 IP 10,0,0,.2 > 10,0,0,13 ICMP echo reply, id 4B08, =s=eq 5, length
Egé30:28+19??39 IP 10,0,0,1 > 10,0,0,2: ICHP echo request, id 4608, seq E. lengt

A (b Al Gyl gpand h3 idadl) Jliiiaa £(9) el
&l g liaad) 3-1
Sles e Ay Jlay) xie Il <(layer2 Switching ) ssa asid POX  aSaiall Gy syjlisad) 138 Jlisy
AN b sagasal) (@AY 53aY) U8 (e Ayl Al dpra iy ) AT )
asi Al A0 Aagetl) 255 5 ¢ cpiadatl) () Aaadlal (6) SN 8 Aa sall ASuE) e e dgully L
oSaidl e forwarding.12_learning Galall Jueisy
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mininet@mininet-vm:~$ /home/mininet/pox/pox.py forwarding.12_learning

o Lads ((10)J8a) & WS h2 5 hl gn ping ol a5 ¢ h3 Cacadl e topdump 3s5 ey
a5 W h2 5 h3 e JS Y 3l Jlu) & A R3 Canaalls ddiie Adjaa agal Gl gl 8 oSaial)
Jly) miy oF Jull forwarding.12_learning abais o5 o) Gubaill (385 Jany il Ly oSl (11) J=a
s o5 (g CGhudailly Galail) 134 Gm G i 1385 83eaY) (U \ello] e Ciigig h2 Canaall V) da) )
HUB 53 aSatiall 48 a5 oS (5305 J5¥) splisndl b

byte=
byte=
byte=
byte=
bytes
byte=
byte=
byte=
byte=
byte=
byte=
byte=
byte=
byte=
bytes=
byte=
byte=
byte=
byte=

From
From
From
From
From
From
From
From
From
From
From
From
From
From
From
From
From
From
From

10,0,

BERRRRRR
ooooooo
+ + + + 4+ +
Soooooo
+ + + + 4+ +

ERE R
oooooo
+ + + + 4 4
Soooo0
+ + + + 4 4

B B
o o
+ +
o o
+ +
0oCOoO000C00000000

EEEEEEEEEEEEEEEEEE
[l v pe el el A B o B S S e B M G e

AERE R R R R RE RE R B R RE RE R R E R b

=
=3
+
(=
+

=
=
(=
+
(=
m

rtt mindavglmaxsmdew =
rootidmininet—wm: ™#

-

= [ =] =

icmp_=seqg=4
icmp_=seqg=h
icmp_=eqg=Ek
icmp_seqg=7
icmp_seq=08
icmp_=seq=3
icmp_seqg=10
icmp_=seqg=11
icmp_=seqg=12
icmp_=seqg=13
icmp_seq=14
icmp_=eq=15
icmp_seq=1E6
icmp_seq=17
icmp_seq=12
icmp_=seqg=193
icmp_=seqg=20
icmp_seqg=21
icmp_seq=22

——— 10,0,0,2 ping statistics ——
22 packets transmitted. 22 receiwved. 0¥ packet loss.
0,075/4, 019,50, 0135712 524 ms

ttl=654
ttl=54
ttl=64
ttl=E4
ttl=E4
ttl=E4
ttl=E4
ttl=54
ttl=54
ttl=64
ttl=64
ttl=E4
ttl1=E4
ttl=E4
ttl=E4
ttl=54
ttl=64
ttl=64
ttl=E4

time=0,075
time=0,030
time=0,090
time=0,102
time=0, 082
time=0, 0894
time=0,100
time=0,035
time=0,100
time=0,0392
time=0,093
time=0,0391
time=0,087
time=0,037
time=0,111
time=0,110
time=0,2158
time=0,104
time=0,0399

time 2105Ems

listening

on h3-eth0,
21.911359 IP 10,0,0,1 > 10,0,0,23

link-t

root@mininet-vm:™# tcpdump —-n —i h3-eth0
tcpdump: wverbose output suppressed, use —v or —vwv for full protocol decode
pe EN1OMB (Ethernet), ca

ICMP echo request,

Lid AgY) Lajult h3 Jldiad :(11) Jsall

ture size 262144 bytes
id 8502, s

h29hl o PING shal :(10) Jed

aseie Jiay 1385 coayys (s Bulaill (335 oSaiall Anay (Say 4l GAEN g )laaadly (AN g lisaad) (e i

bl st ) Al e ay ) liudal) 3w, Aaayll LB 3l Jeud AN Cilea ) SDN A
) slad) 4-1
(Throughput) iabsy) sl e Chench ssY) alaaiuly POX aSaiall elal Guld syl 138 sy
Ay luls OpenFlow JsSsioull Gy aSaidl ) Bl Jhw) B e (Latency) bl
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chench is a benchmarking tool for controllers

Algorithm:
pretend to be n switches (n=16 1is default)
create n openflow sessions to the controller
i¥ latency mode (default):
for each session:
13 s=end up a packet in
21 wait Ffor a matching flow mod to come back
31 repeat
4% count how many times #1-3 happen per sec
else in throughtput mode (di.e., with "-t'):
for each session:
while buffer not full:
queuese packet_in's
count Flow_mod's as they come back

fab LS ualilly Rl e JS by Baa) 1) oy
(Flow_mod) Jlu)) JMa (e aSaiiall dulaiad kg (Packet_in) aSaidl J)) ), 53 Chench Jusy
Al el Cany Lgiay e sae Gl 1SS S
sl Leluy ) (Flow_mod) Jilsy a2 DA (e lgsbus i Galia) L
Gle Gl glidl 8 o3aw & A (forwarding.12_learning) gkl Jsds gl 1) 5o jlandl i &
(1,4,16,64) afll Gis ¥l aae jas Jla 8 palilly TalitY) (e JS uld & Gag « POX aSaidl)
tdalail) daw

mininet@mininet-vm:~/oflops$ cbench —c localhost —s 1 - 2
A il POX aSaidl il Guldl cbench slsY) Jsiss oflops Ll ) J&y) gecas Al
Jue pladiul Ja 4 aYl dang o (Port:6633) alpd¥l dally (1P:127.0.0.1(localhost))
(1=2) 6iye Jlaa¥) 1S5 (5=1) aal;
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E¥a 4 A saly Jame aladiad Jla B alil) Aed 1(12) Jsi

G daasd) dagll e Ulasy .Jaw 64 816 &4 L Vo) e 58 e dadaill oda 2t S5 &
Ve 4 aals Jase aladiad Jla 8 el dad s A (12) Jga)
bl syl b g 5l dangie 08 (1) Jsall s

¥l e CUA) aa k) Jagia s i(1) Jgand

Number of Switches Latency Average (ms)
1 0.193
4 1.47426
16 2.086
64 2.15764

& 83y (forwarding.12_learning) aaaieddl Guball Gi, <Yl axe 3ak) o (1) Jsad
caSaiall ) i) a danal) 8 Led 3acl8 a5 o))y Jase gl ) 35 3y 6f oY aSaiall e sl
Ji e Ayl (Flow_mod) aslaany) jUaisls (packet_in) 4l Jbo) o il dealdl) alayy Al
oSaidll
alaril) (S daalidl Al Ll

mininet@mininet-vm:~/oflos$ cbench —c localhost —s 1 - 2 -t
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Laly) lal cbench 3189V Jsisiy oflops Sledl ) JEY) DA Ga (- 1) Lalisy) Guld oa
s 3 )LaaY) dawiy ¢ (Port:6633) oalé) disdls (IP:127.0.0.1(localhost)) 41 il POX aSaiall

LY sl s R pe AaliY) Gl DS 255 ¢ (122) dipe LYY S55 (S=1) aals Jase alaiiud
Ve 5] O V) eyt die LaliY) ded (13) JSED ek

gst -2 1 -1 2 -t

e 4 o5 aaly Jaa plaiiad Jla B Laliy) Lad (13) e
(2) dsaall A ge (ALl Al miliall s

) 23 GRS e Aaliiy) baugia ad 1(2) Jsaal

Number of Switches Throughput Average (flows/sec)
1 4327.99
4 2746.99
16 1836.16
64 0

e (N g 1y (A Yl dae ol ae WSaidl Aaliny) dad palisl (2) Jeal) ad mias
i ol Alls (packet_in) Jilusll Jiyl) oMl uny pality Cagu oSl Leluy A (Flow_mod) Jila,
iy 408D jee e Alla dgns e Jase 64 223t Lovie dagiee LnliY) e masl Jin clginllas

Sl A Jwgi o SN (packet_in)

scilua gilly calalisiay)
OpenFlow JsSsisydl sty Lids « Mininet Slaall alaainly SDN 383 5lSlae Gl 13 8 Ll
Wireshark 181 ddauly W@dle G By sae ) Gis dasdly aSaidl ga Juaiy) aby 3
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SV POX aSaiall ligia) il (Sl 3 clleall S alaty (o3 oSl 35nss et SDN 4 of Lalllag
130 als Al Guls Aaandly djeal) A8 o seie Find I Gl e ST ela) ol (e SDN b 56
Aad (aladnly Al 3 50l) Gase Vsl 2ae 30l of sl cipelals « Chench sl aladiuly aSaidl)
padiaall Guaill (335 Lo Caliay 300 1aas WSl olaf e g Vol s o i dieg cdaliy)
A Laslsishs
0o Wyt s 5G s WIFi Jie (il @l s SDN ged 288 Mllys SDN cilis€a agh 8 Cand) 138 ae by
o5 « Firewall 5 VOIP s Jeall 4350 Jie ddlise cilipdas 30 4plSaY Jlaal) ity 43 LS ¢ al) el
JSs OpenDayLight 5 NOX 5 FloodLight Jie (il cileaia ge POX aSaiall ¢laf 43)lie ¢ Sadl

. SDN dul Juad) alasin¥) Gad ) Caagy <ll
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