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O ABSTRACT 0O

Long Term Evolution (LTE) networks are the latest cellular network technologies that
provide high-speed mobile services, greater range, better spectrum efficiency, wider
coverage and improved security architecture.

3GPP (Third Generation Partner Project) has proposed the Advanced Evolved Packet
System Authentication Key Agreement (EPS) to meet the security requirements of the
advanced LTE packet system, but this protocol still has some drawbacks in the process
Authentication because of vulnerabilities inherited from previous protocols.

In this research, we propose the EPS2-AKA protocol development of the advanced EPS-
AKA protocol system to enhance the security level and cover the vulnerabilities at no
additional cost by fully hiding the International Mobile Subscriber Identity (IMSI) and
testing the proposed protocol using the SPAN (Security Protocol ANIMATOR for
AVISPA) lIts security level, and compare it with the standard EPS-AKA protocol in terms
of load on the network.
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