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O ABSTRACT 0O

The Tiny Encryption Algorithm (TEA) was designed by David Wheeler and Roger
Needham of the Cambridge Computer Laboratory, and first presented at the Fast Software
Encryption workshop in 1994.

This algorithm is a compromise for safety, ease of implementation, lack of
specialized tables, and reasonable performance, and is short enough to integrate into almost
any program on any computer.

In this paper, we introduce a study of this algorithm highlighting its drawbacks and
the modifications to it since it was suggested and until now. These modifications, although
many, did not eliminate the continuous need to strengthen this algorithm. After this study,
we propose a new method for strengthening TEA proving its efficiency and speed of
performance when compared to other strengthening methods.

Keywords: Feistel Cipher, Tiny Encryption Algorithm (TEA), Differential Cryptanalysis,
Golden Ratio, Slide Attack, Genetic Algorithms, Impossible Differential Attack, Truncated
Differential Attack, Equivalent Keys Attacks, Related-Key Attack.
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2003 5l 3 Hernandez - - 28 Partitioning

2002 Jl i Moon | 2" 2°*°| 11 | Impossible Differential
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void strengthen encrypt (unsigned long *data,unsigned long *result,unsigned long *key)
{

unsigned long bO=datal[0], bl=datall],i,k[4]={key[0],key[1l],key[2],key[3]}, sk;

for (i=0; i< 16; i++)

{

[2]+k[3]) " (k[0]<<k[2])));

~((sktbl)>>14));

sk=k 41=((k[0]+k[1])+((k
)
)~ ((sk+b0)>>14));

[1%
b0 +=((sk+bl)<<9) " ((sk-bl
bl +=((sk+b0)<<9) " ((sk-b0
}
result[0]=b0;
result[1l]=bl;
}

C %l Lgika ggiall pdal) 368 :(9) Jil)
key Wi result doleal) & jaiall Gaill aumys data debedl 8 L) Gaill @by ehal) i
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void strengthen decrypt (unsigned long *data,unsigned long *result,unsigned long
*key)
{

unsigned long bO=datal[0], bl=datall],i,k[4]={key[0],key[1l],key[2],key[3]},
subkeys[16];
for (i=0;1i< 16;i++) {
//Subkeys are calculated
k[i%4]=((k[0]+k[1])+ ((k[2]+k([3]) " (k[0]<<k[2]))):
subkeys[i]=k[1%4];

}
for (i=15; 1i!=-1; i--)
{
//Process is applied in the inverse order
bl -= ((subkeys[i]+b0)<<9)" ((subkeys[1i]-b0)" ((subkeys[i]+b0)>>14));
b0 -= ((subkeys[i]+bl)<<9)" ((subkeys[i]-bl)" ((subkeys[i]+bl)>>14));
}

result[0]=b0;
result[1]=bl;
}
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C:\>ent test.jpg
Entropy = 7.980222 bits per byte.
Optimum compression would reduce the size
of this 329951 byte file by 0 percent.
Chi square distribution for 329951 samples is 10377.55, and randomly

would exceed this value 0.01 percent of the times.
Arithmetic mean value of data bytes is 126.8862 (127.5 = random).
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Monte Carlo value for Pi is 3.151279300 (error 0.31 percent).
Serial correlation coefficient is -0.001115 (totally uncorrelated = 0.0).
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Chi square distribution for 500000 samples is 0.01, and randomly
would exceed this value 99.99 percent of the times.
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