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O ABSTRACT 0O

The increasing application of cryptographic algorithms to ensure secure
communications across data communication networks has led to an ever-growing demand
for high performance hardware implementations of the encryption/decryption methods.

This research investigates the Rijndael algorithm with regard to FPGA and VHDL.
Altera MAX+PLUS Il software is used for simulation and optimization of the
synthesizable VHDL code.

The Encryption is simulated using an iterative design approach in order to minimize
the hardware consumption. In this work, performance comparisons between the proposed
design and previous software implementations are presented. Altera ACEX1K family
devices are utilized for hardware evaluation.
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library ieee;

use ieee.std logic 1l164.all;

use ieee.std logic arith.all;

use work.Rijndaeldael package.all;
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entity byte sub is
port (state: in STD_LOGIC_VECTOR(7 downto 0);
clk: in std logic; rst: in std logic;
b: out STD_LOGIC_VECTOR(7 downto 0));
end entity byte sub;
architecture top_aes RTL of byte sub is
begin
process (clk) is
begin
if rst = '1l' then
b <= (others => '0');
elsif (clk='l' and clk'event) then
b <= SBOX_ LOOKUP( state);
end if;
end process;
end architecture top_ aes_ RTL;

19 [ a0|9a|e9 dd (e |h8 |le

3d|f4 |c6 |13 27 |bf [bd |41

e2|e2 |8d |48 11 (98 [5d |52

be 2h |2a |08 ae f1|e5|30
; 100.0n5 N\ 200 Ons 300.0ns 4

1 \

71T
BE /I)( / 2B i 24 W 08 }
oo H SN ¥ Fi i E5 NEE:

ol Gangail o gall Bhiall (12)J8a)

i el s S g Jliie (S5 #1385 i) wllge o) Cum Ui J<as Glld 23y 2 jland) Al
uea) 13 iy o3 G elya DU aly (il Calilly sy iy = Ul Ay ataly) JSV) sl
A | PPEY RPN | ENEES R
library ieee:
use ieee.std logic 1164.all:
use ieee.std logic _arith.all:

use work.Rijndaeldael package.all:
entity shift row is
port (state: in STD LOGIC_VECTOR (127 downto 0):
clk: in std logic; rst: in std logic:

DATAOUT: out STD_LOGIC_VECTOR (127 downto 0)):¢
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end entity shift row:
architecture top_aes RTL of shift row is

begin
process (clk) is
begin
if rst = '1l' then
DATAOUT <= (others => '0’):¢
elsif (clk='l' and clk'event) then
DATAOUT<L= SHIFT_ROW_FUNCT(state)é
end if:

end process:

end architecture top aes RTL¢

censall S ) aa alasind PA e Sl dal) dlee 245 dagm (13) IS8 o

d4|e0 | b8 | le dd | e0 | hB| le
27|bf |bd (41 bf b4 (41|27
11|98 |5d |52 5d|52(11|98
ae | fl | e5|30 30| ae|fl |e5

MName: _Malue: Ji BDD.IDFIS \\ BDD.IDnS

= rst 0 \\ //

= ci o [T LT LT L INLT I/ [

= ctate - D427 11 A BF93F153B450DE21E415230
DATAOUT - DABFED30EOBAS2AEBRA111F11EZY98ES

Jiay AUl caapll 2581y XOR 5 4ghaiall Aa)iY) Glilee aladinly Jogatll 1 285 o3 b aesy) T
agmv\cyag;;;bxm\
library ieee;
use ieee.std logic_1l164.all;
use ieee.std logic_arith.all;
use work.Rijndaeldael package.all;
entity mix column is
port (state: in STD_LOGIC_VECTOR (127 downto O0);
clk: in std logic; rst: in std logic;
DATAOUT: out STD_LOGIC_VECTOR(127 downto 0));
end entity mix column;
architecture top_aes RTL of mix column is
begin
process (clk) is
begin
if rst = '1l' then
DATAOUT <= (others => '0');
elsif (clk='l' and clk'event) then
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DATAOUT <= MIX COLUMN_ FUNCT (state) ;
end if;
end process;
end architecture top_ aes RTL;

ceasal) IS ) jae DA e 3 230 Aplee 20 da (14) ISV o

dd (el |b8|1le| |04 |e0|48|28
bf|ba|41|27| |66 |ch 06
5d|52 (11 (98| (81|19(d3 |26
30|ae|fl [e5| |e5|9a|7a|dc

MNarme: _alue: J, \ 1DD.IDns //
/

=]

st 0 | \\

o o SO e o B s "N B B
= state - D4E|F5D#EDEM52AEBB=‘H T1F11E2798ES

S DATACUT - - H{ 046681 ESEDCE193A48F3 037 AZB0E264C

saasY) el asall il (14)Jsil

5o o Ll Jadiall bl Al e 52N (Says ¢ il Aglaad duslas Alee & il ol dilee ()
ey ¥ bl dlead Lailly NSy mpgail) 313 GugSaas bl Gasat Bla Jaias Gum puiil) 8
:(15) JSall munse sa LS jaiill ol )l sad Al sangl) ot Mg Lagie IS (s sSay 5aec Y|

Data o0  Done Mix sel clock
o
ux_sel in
Data i
Add Invers Invers Invers

Round key [ Mix_colum ) Bytesuh —*| Shift Row

4128

Sub_kunci Add'sel Temp

il b ANSI Bgaiall bbial (15) Jal

cliy il dlasy aSaill A gen lgnpusi Sy dlil) 3))3 (8 aSaiill Ban e daguy Jiaed e 1) e
) Llee arensl ey oY) 5 (15)JSEN G LS Giilead) SIS oLl dlee b agliall fylasy il

J5) aalic ) Al Al i DA (e @l Julusia opp IS0 S Jaall golall ¢ L) 28

AL JS daays a3 glly (5) ISl B el paiill caida ol Jaladall 8 Aa gl JiSI () Cam A5 (AL

A8 Ly e o L) axy gl HLid) apenail Ais VHDL 2 aladiuly S e (sSe Jlo Jsaall dian

areail) JC& iy Lad Port Mapping 2élal adads dulee 2445 23y 436 «Components dsiiadl <l al)

A4y 4 Schematic Editor Jaadid) aaail) jyae f VHDL alaaiul ilead) slall SH gl

239



b (e

VHDL 44 alasinly daeyll saley AL 5321 8 Rijndael e ))sad Jadll daul)

(16) Sl & damsally pparsill P

[(16) S b e 33 LS MAXHPLUS I psarsl
rimitive Logic Building Blocks .y aglll culasgll )

A (3) (KEY_GEN) zliadl a4 (2) ¢ (block_inall) Jaal) cilidasas 7 Uite Jasa (1) 2 i
-(block_out) z)all cilidass Jauis (5)¢(rijndalalg) Rijndael 4w )sa 23S (4) ((KONTROL) Sl
by o d8 g bl dlee o) S Leia S pally Jand 2la (385 Gamall Leany o Ledayy o3 Al

(h pranall) Jaa Mliag ) Juagil) 385 g 5<U
Jelul ailaas Jaas :Clock
il Jaae :Reset
PR Sl Sl Jae z en_d
i) il &l Jasa: en_K
.lbaall Jaae @ data_in
il -l Jase tkey _in
b pranall) A Sliag
il Gl 2 :data_o
sl Aee ele¥) ) ey o5 valid_o

sy clock : block_inall : rijndalalg :
ek olock ! mx sel
---------------------------------- ———{ceLoCK SEL_I
reset :
11, . reset ——|RESET DATA_OUT[1Z27..8] = NnIN_I[127..0]
st [ ———— end : clock :
....... —=——EN_D LOAD_0r— CLock
data inf3l..0]) : . TRSat : .
——— 0 TA_TN[31..8] KEY_OUT[127. . @] — RESET DATA_OUT[127. . O] ==
enk : load key wix sel
—=——1EN_K LOAD _KEY[— SEL_M
kex in[3l..0] : :
m—KEY_IN[3L..0] m— KEY_ROUND[L27. . 8]
: add sel :
Y —|sELe
Ty dacs inf3l..0 i
s 1 0 [ R ER) B
Ty “hey inf3l. .0
e o S
KEY_GEN
Y_IN[127..0]
clock
CLOCK_I
Teset
— RESET_I DATROUT[L27. . O] e
load key :
— KUNCI_LOAD_I
huned start
START_I
B
: block_out :
clock:
————cLoCK
Teset
——RESET DATA_O[31.. 0]
add zel il
—=—EN VALID_0—T :
w—DATA_I[127..0]
b
KONTROL
clock s sel
————cLocK_I HUX_SEL_D———=—
reset s mix sel
— RESET_I HIX_SEL_D———=——
: - add sel
START_I ADD_SEL_D)
s el start
KUNCI_$TRART_0—
5 :

pranatl) Ay B dra) Al 3385a 5 Laal) Jabadal) (16) Joid)

240



Tishreen University Journal. Eng. Sciences Series 2007 (3) 23a]) (29) aadl) dsusigh aslall @ 0050 daala dlae

MAXAPLUS caudall 530 buas aparaill 4 plasinls (EPIK100FCA484-1 45 ACEXIK g5 FPGA

allencryption

date_ol31..01 data_o|il 0]

valid_o—

valid_o

oclook -~ oclook

reast | rezest

en_d .~ ern_d

en. .k —lan_k
data_1inL31..01) data_1nf31..01
31 ..0] " key__inl(31..0]

Key __inL

Q

MAX+PLUS 11 asaaill &g VHDL apanail) 43 aladialy daaaal) §)all Jadadsl) Sa)l) (17) Jei

:BlSlanal) gilily Julail) -8

ol ) ZLaY L c¥pall dacy Saill Allag Gaanaal Bl 2al sl JCAI (18) AN
asanall ilisSe Jac daea (385 (Say ol hidl) (mpe DA e i idial

Ref  [4.712ug |2 Time: [4.216us | Interval: [-435.0ns |

Narme Value l. 24|u5 QElus QQUS SQUS 32u5 34‘u5 3§u5 Sﬁus Aﬂlus
= reset T o T

= en_k 1 Py . .

o en . bl (il oAl dass —n
- clock LT L N T r82kit J1 T
=g valid_o o \ | [
= reset~1 1 ‘\ /

@F M:4|sig_state |kunci_expand kunci_expand \ X | done

@ wl2lsigound  H4  [B Y 7 4 @ 5 Aa ; O

5= data_in[31..0] |H CCDDEFO3 | | NCCODDEFD3 M

5= key_in[31.0] | HOCODDET3 N T 0QODOET3 U

b lsig_counter Ha o [ 2 3 V4 W o, N Vo T s a1
=g load_key o ' I—II ‘\ ‘ ,7
¥ data_o[31..0) | H 00000000 — 1 ™ Y185ra04E ¥ Froozars ) 12F6a508 BCFRAX
> ta_out]127.0] - 000000 E‘S“:‘n A & N | “Q188F AD4EFFDO23FB12FBAB0B CF FAISE
@l o2inBldatal_i| H 1BBFADAB oooonon ] x 188FAD4E

o) u2in:Bldata2_i| H 00000000 DDUUUDUU,—‘ﬁ §FFD923F8 W 12F8aE08 YBCFFADSE | OOOC
al 2oZin:8)data_o H 00000000 0000000 SYgal) dlac 188FAD4B ¥ FFDO23FS | 12F8A508 {BCFFAE
Al oZin7|dstal_i| H FFD923F8 00000000 D" w— FFD923F8

Al o2in7|data2_i| H 00000000 00000000 ¥ 12F8AE08 YBCFFADSE Y 00000000
@l 2oZin:7|data_o| H 00000000 00000000 ¥ FFD923F8 Y 12F8AG08 {BCFFADSB Y 00O

dsaj A Jard BlSlanal) guilii (18) Js)

e Creny (s2lg il dlee Aejus e dgapall Jay i ([8] ARl Jlacl L 3280 (Software) dusa )

AU Aal)

Throughput = 128 Bits / (Cycles per Encrypted Block * Time Period)

03 saal) bS5l (g pme il ABS ST <l sae e Losaie ldanall 1S ok

241

:J}AJAS\C_.\..A:\



il ¢ e VHDL 43 aladiuly daeyd) saley ALl s3eaY) 3 Rijndael ue sl el daal

Throughput =128/ (12*43 ns) = 248Mb/sec
Aalud) L) JlasYly Aaaaall 5lall Jaad) Ay 450 (2)J g3
Implementation Encryption Speed
Software implementation(ANSI C) 27Mb/s
Visual C++ 70.5Mb/s
Hardware implementation(Altra) 248Mb/s

e 5365 cddiall bl alasialy A ylsal) 265 vie (el 25050) Jeall A 23y Jand)
FPGA #ha 4 LUT 83
o cangd) dagy3l) 8 deadiudl (flipflops) <l 5 (Logic Sells) dsslaiall WA sae )
Total logic cells | Total flipflops required

required
18852 952

ISy ) ilie (385 (e Yoy Asall 2 lite ol s 25m5 Gy sl SDUgial b (aliasy]
DAY s O il ke it o ad Ly Goss

:Glua gillg clalisiuy)
tdl dagill 23 Gl 138 DA
bl 12 i e il Jany 13 a5 (43NS )-S5 y50) Al Gl A gy o edle 8 Ede; w-]
L SLU L)
Aeriiadl il sieal ana QS 8 aaluy (aidie 3))ge $Dlginl =2
Jas A lSa) Amls (pe Ay 30 a2 8y FPGA daayall 3ol AL 83 ga¥) alasi uly ape il ¢ L5y=3

LEaY apanail

F Y\

242



Tishreen University Journal. Eng. Sciences Series 2007 (3) 23a]) (29) aadl) dsusigh aslall @ 0050 daala dlae

[1] DAEMEN, J.; RIIMEN,V. A Specification for the AES Algorithm Rijndael,V 3.7,10",
2003.

[2] KOSARAJU,N. A VLSI Architecture for Rijndael, the Advanced Encryption Standard
University of South Florida, November 13, 2003, 93.

[3]BEAN,M.; FICKE,C.; ROZYLOWICZT.; WEEKS,B. Hardware Performance
simulations of Round 2 Advanced Encryption Standard Algorithms, 3.6.2007

available at < http://csrc.nist.gov/encryption/aes/round2/NSAAESfinalreport>.
[4]ARMSTRONG, J.; GRAY,G. VHDL Design Representation and Synthesis, 2"
edition, Prentice Hall, 2000,651.
[5]WOLINGER,T.; PAAR,C. Security Aspects of FPGAs In Cryptographic Applications,
New Algorithms, Architectures, and Applications For reconfigurable Computing,
Kluver, 2004, 95-135.
[6] ALTRA, MAX+PLUS Il Getting Started, 1997-2001.
[7]RICHARD,E. Algebraic Methods for Signal processing and Communications
Coding, Springer- Verlag New York, 1992, 7-19.

[8JGLADMAN,B. The AES Algorithm (Rijndael) in C and C++, performance of the
optimized implementation,, 10.6.2007,
< http://fp.gladman.plus.com/cryptography_technology/rijndael/index.htm>.

243


http://csrc.nist.gov/encryption/aes/round2/NSAAESfinalreport
http://fp.gladman.plus.com/cryptography_technology/rijndael/index.htm

