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O ABSTRACT 0O

Digital signatures is one of the most important new applications for cryptography and
the most important technique of achieving security in digital transactions. Its importance
increases continuously in the age of computing and informatics.

This paper studies the security of digital signature schemes after studying the digital
signatures and its requirements, types and schemes.

The paper includes studying the security of the most important digital signature
schemes, which depend on the public-key algorithms that are based on several
mathematical bases.

We will select for that two schemes used to produce one-time signatures and other
schemes that depend on discrete logarithm problem, in addition to one scheme that
depends on factoring very great numbers.

The paper also includes suggestions for suitable recommendations to improve the
security of digital signature schemes.
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