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O ABSTRACT 0O

Mobile Wireless Sensor Network (MWSN) is an emerging technology for attraction of

researchers with its research advantage and various application domains. Due to limited
resources of sensor nodes such as transmission power, communication capability and
size of memory, data aggregation algorithms are the most practical technique that reduces
large amount of transmission in this network. Security is an important criterion to be
considered because, wireless sensor nodes are deployed in a remote or hostile
environment area that is prone to attacks easily. Therefore, security are essential issue
for MWSN to protect information against attacks.
In this research, we offered an algorithm of secure data aggregation in MWSN based on
pair-wise keys technology and hash function. We studied important parameters such as
execution time, end-to-end delay and number of storied keys. Results showed that our
suggested algorithm has a good performance in security issues and end-to-end delay.

Keywords: mobile wireless sensor networks« secure data aggregation, modified pair-wise
key based data aggregation algorithm (PWDA).

" Assistant Professor, Department of Communication and Electronics, Factually of Mechanical and
Electrical Engineering, Tishreen University, Lattakia, Syria.
**Postgraduate Student, Department of Communication and Electronics, Factually of Mechanical and
Electrical Engineering, Tishreen University, Lattakia, Syria

500




Tishreen University Journal. Eng. Sciences Series 2018 (4) 23a]) (40) adadl) dsuxigh aslall @ 0050 dasla dlae

LA

1dadla

[RNT (MWSN) Mobile Wireless Sensor Network alatiall 2L ciluluall lSed a2l
LSl clilal) Jis 5 (pas dasmall 2l dslal) 2iall G A5G LSO Slabuall GlSuE e T3ha
Go sl Anbuall Bl e el A5 Qe ASHa dpa o IS o3 daid L et Aallad) S5
Sl e gz dsail) a8 # 1  [1,2,3,4]c0sid) LS al AL £ sa s Gl ) dalladl S5
e Al g I e gl 138 elal Cppund Alglaes aslasl CangS AUl @Diginl A glad Jal e
Oele sl Al landaillS slally Gl 38 [1,3,5]4mlen s dals lipdas 8 MWSNS@IKuE 2235 A0
Gliy 4 dilly (KL Juaty) Jie Gl e psill 1aa (ailad cilas a8 L3Sl clinlaills Jsal)
IS8 Gl GlEY Y lal) (e 8 Cileng o3 505 cilongl (o z3lai aad Dlgas laan g oSatia ye
e dalds bl Guisall 8 e hla U8 A3 ) 505 Uae lasbie Jseay i gl cJals
e Lo 138 L Tpal i) o3a Joaet ColEi€) 40iSa) s Lae cdlugall clilydl e paenill Cililee Gl
sy Gazis casnelly Jikill (o Glaglaadl laal @llall ol gpend Slaahlsd Ayl (grgmall Jaa
AN 8 Dl el e (3855 ¢ Bsigas pranea IS Silasladl)

: adlaafy ) Lpaal

oY) el lied s alagY luhall 855 L Baas lesimge Jsbiny i Cum e Sl 138 Gyaal 55
ahre Cumpal Cia L Auliall il Aal AL dila) 40K ce ASLOU Glaluall GlSd 3 il
coiell ol Al e e Ml Al die o AN 8 dulial) il o Jlaal) 13 8 Sla )
ol (s Cuny Sall A5 LG Adla] AlSa) e UL Gl s Baalsa alag) ) ) 18 Cang
g yleadl oda el iy e Lpula) il Glava pe oSy Lo Ja i3l

10d)gag Cadl) ik

e o el laa L Sl 138 3y 235 jaay) NS-2 malin o sBlad) sl @i
CH+ @l e Lal alee 3 adinys Object a5 lgie jueill 2 ) Uil NS4y,
.OTCL

dadels asiy i agenll #liag laa ili CiSE  Slas s (Network Simulator) 1 jlsis) s NS ¢
Gl e Adlpde Al 3y Al die) Aaal 8 Gy Giaa IS Cua clglSlaa agi laals il
Saall 138 amyg Sl Janlill sl e Jandd 03l 5 juaall dagide dmay daja (e Ble 4 . Adal)
Jalasia) 4803 clSladl ST

501



tena Slas Al LELOU Cluloall GlSas b UL ) el (e

p Ul () aanil
el dranall dially o Mo asf Cua cClulall Glly pan g B lee e Bl ikl eas ()
Al G Lello) oy A UL aaa JlED cndyl) Aadlaall 3850 ) Llla)) 5 (a5 280 320 (e i)

14,67, 8lakeal) 03 4802l Sie pan o O (30 Yau
enl) haus il dalyl) lliall ey aladiu) o asall Qi Jaaall Glee L) ULl aendy aaiyy
B G gpal Apaly pls o cllee @l S Apadae V) dadl Clua ol dxanall saiall ) dlalll bl
Oo Pl LSy il 5SIA aan e Gl AUl Dlginl e JIE LY Y Lany) 46 Juliny 401 oda

AL clubiall s 8 @bl st (1)J<8 ey -[7,9,10,11,12] el el 5ol

S dmall i llS lally Gt 28 duluay dals il 3 MWSNS  clSud axais (il USh L
casaglly Jalail) (e cilaglaal) Ayland Fypnga Al ) dy A ) il Jal el

OS) Al AL clubuall Kol 4 bl 0¥ aanill 48 Gl Jsa 5,5 Lgmage clulyy Sllia
s 4y Jenll Ty olly dalal 2iall A< )al) 4006 dalia) po Aiill o3n (Baaaty (4 oSy o) (s2a0)

4

inkw_=f(SNs,SNs)

) S e

/M:,,x
"/v SNs = f(SN1,5N2, SNz, SNs)

;.w Sac

SNs =f(SNe,SN7,SNs)

4......;.&

Al s3c N o
SNa daslas S0

l...s..N'LS sac

Llod) cilabeal) cilSad 3 il gt :(1)Jsid)

rdama pal) byl

Al AL S & bl ) gpeatl) @bl e labally el e sl Cupjal

SV saie il Lyl ey QUlll e et Gilbeild e Auby ehal [13,14] B (sl G
Ll oda piad SN jlue Jsb e sdie JS ve pidil) ol yesl S Gus o(hop-to-hop)saie
@b 4S8y il Gllee o SN et LSl ASulll (8 Bhla Glaglee Giag a8 Al Gleagd) Jseas
laglaall e Jpanll Johal iy @l pe iy A0

end-to-) Caaglls juadl vie ve of Ll ) Al i) L) )lsa pladiad oyl ~ @l [15,16] 8
e V) lghyey ¥ e bl a8 Ua Cangll die el ol g juadl ve asll L Gua o(end

502



Tishreen University Journal. Eng. Sciences Series 2018 (4) 23a]) (40) adadl) dsuxigh aslall @ 0050 dasla dlae

e e DaS Ll s Ll elggpaty S5 Jy bl Bel bt Do sial) s Loy Cinglls aadl
LA

Slo alae YL AL ciluluall S 6 bl a1 aeaill A8 2k Al [17] 8 osiald) g5
1 alatinly L ASLAU cluleal) 3808 ol Jal e Gaajed)l o) e Gy cClrend) saxidl 73l
il Clilll) EDEN Jalally sy il b cllee Jadid & Cun Al ey e i & oz 3saill
ol S0 A sl (e 30l ) (g Lee ALl Dlgind o Sl SIS (Lalad) pplial) ¢ adyl) adsil
ca2isall 3,SIA aaa 33l )

P e elld 5 Al AKLOU) Claluall @lSus 3 @bl oY) ceatl) 4610 oiald) Guy [18] 4
TSP ( Time Stamp Protocol), PPSP (Polynomial a5 cilblall (el aseat C¥eSgig 50 & agal 8l
AKd e a8 adiad . Points Sharing Protocol) and SSP (Secret Sharing Protocol)
Mobile  Jaiill cblall xase e 338 a0d%udy (HSN) Hierarchical Sensor Network duejs cilulua
piy ¢ l) Aadlaall S5al Lelis 3 ey ailiall 306 (0 Lkl aseady o488 Data Collector (MDC)
Giind Jal e Adas b iy 5ats cillee S 5y K Jill) el (TS) el llal) TSP JS535 4l
i ey e Gllee iy PPSP JsSsissll Lol L Jamiad) bl pesas 2siiall 2 o dalad) dlee
o SSP JsSsisll may -Lilsdie salpall apall i€ o alaie¥l @llys TSP JiSignll oo laias ]
Aayn ) i Gl i Gllee ) ASLaYL el ol padies PPSPSTSP bl ol K455l i
PPSP 1sS5isn oo S adty Auball o3 & Lilstie salsal) agpaall i€ o slaeVL dllyy Alle ades
il Ll ) Q) s deay e iy AN G151 ) asaa (f aa e dasliay (el d5y3 SSP
ol ¢l el llee dllgiud Cum SSP 5 PPSP s A3jlie ST A0led TSP JsS5ig 5 jeday d8Uall bl
IS e Ganilly b o oy Cum 5l ey 304 (e (S LS e ABla (lsSig ) (i Aerdidl)
Alaye IS 6 Aliad) Jilus)l)

tda,  yi8al) @AJJ\JSJ\

PWDA aul aje il 13 ([11,19,20,21](Pair-Wise) il qaliall 4y alaais) o lial 58l adie
N-) 2 Aal sie Jaas 45U ~alial 06 8 . (Pair-Wise key based Data Aggregation algorithm)
(2) Sl Jiay L diall i Ala e Jd Gy (A8l dial KU 22l N oaji) dial) 48y e Jolall Gpus Lalisa (1
AL sl A Al Al gy Ylia

503



dene Olxe il AL laball GlSas 6 bl a1 waendll (e

—TKl4
=T K24
= k34

K=n-1=4-1=3 3 n=4
L) pliall A Lpula) 46y phat) :(2) gl

Dl il slele 8 lgag acdy 130s sl 3 (Buse IS8 Alaae metlaal) (sS J) Al oda sl agny
O LS Ll Al pe 0 iy Gy JS Y sial) e Lgayysis miliadl alg cililee e 0y Sllgias Y 6 . Lia)l)
aye (o0 dadd saiall dd LAy o i saie o 3ylal)

AGEY gz ga

NS Toni] dysliie Aald alal 13 ablsa Canmy (s ISy Wy o Al saie N (e dimgl) Lot calls
Gan @hall Al ik s ol Al Craca 4yl ik Wie doaall il sy 138, el

Pl e andsad (e Bse oy Ol ol AaaS Aalisd Baaas oSl

2lial) 30l 28al) oda Jicd .5y (p3AS Bydy Jlail saaes ddle A8l ) aael) AL s ciug sie L
.(Mobile Collector Nodes)MCNs dliiidll ixesall 232115 (Cluster heads)CHs

die sial) oda Jidi L opiadlly Juai¥) (saey Alall Cus (e J 5508 0l 22all 55K Sie o tAlag M .o
.(Sensor Nodes) SNs Lol Jawssll duslis

Al o3¢ et (3) S el
o2 o L i <
k.o MIK 1)
: pi ID-PWKsNz T8 ID-PWKsN? T7  ID-PWKswe T6
K_Che
e ~
o ID-FWKsws TS T ID-PWKsNa T4
A A Gl . T;um 1D-PWKsHI  T1.. ID-PWKsNa
ASK: Sy 1e ' ::: lv(._cm
"3 e e
RS PR 39 'J
MCN: Mobile Collecior Nodo ID-PWKsn3 T3 ID-PWKsn2 T2 1D-PWKsn1 T1

AQall i g dgal 1(3)dedd

504



Tishreen University Journal. Eng. Sciences Series 2018 (4) 23a]) (40) adadl) dsuxigh aslall @ 0050 dasla dlae

Dlgin) (i lgiey dulual) dall il L3 & all lindgal & bl s due)yled ladind el
Bac o ail) anend lysag agiiall W & sV dranall Baiad) ananill die (e (paa aladind DA (g 28U
oo dmitie Jl) deUainly Jly) 4lSe) gt s Alivial) Zeasal) 3282l & A0l drasall sa8ally cic
castie sa L gy die Jilul) pead gl B e ()6 Lo ol Al 8 et LY gl 6 )
ST sl Dl o8 WS ST Jlpy) s oS LK
A B pilial) an) g AT

GV JlaY) ey 3y Sy il U sl e miliall as GlSeYL 4l - gl A<l £ 3satl g
P Aara (Sl 45 (55a5 A3k ldie ] oy S
LY cdadd Al Aaglil) ogiial) W ae Aladinly cpal S8 Juail A 2 lde dubes Baie JS ()5 .
) dalal) el Lulial) Siall (py Jlsll dgag ade i i
pen ) Aila) cagiiall 3 oaag i sall aae (gols ASUN mgliall e Taae dghie JS N6 i .
satally syl S5all ) Joai Al Ll i) ghial 6 Aediig 50 - Uide gl LoD Ayl il shadll
Ol (B e Gl ) lad Alita) daeal)
sali e Aalall bl e Aeadiid) mlid) pes Al dresal) saall Gy ¢ OSHal Ay .
Alatid) drasall 382 3 Gudy S5l 8 el ol of (o i WY cadlia
o Al sie g 3$5alls Alaniall deenall 338a)l e sl 5 Jla b Udd ST Gadaill Jas Gl e Caagl)
A i) 3l laas
1S Jas Jala
Gal gand o Jgaall Cing Jale SO (e ASa Abdaall dpa)lall (s (bl syl Laldiely
Ll
toaadl) Aaja 1
Al g Lin dpdall S ~Uddl W ads & (Temperature) T s)hall daal assiall aca déall G
PWK sni-chj (Pair-Wise Key sensor Nodei-Cluster Headj) = ¢ Gdall 130 a5t ead leluiyig al Aayill 2 géial)
Cole il 3 Sial) ) Jus i Y 52kl o e Al adl) Jl) didee 8 Uadie) (A8Ual) oDUginl amid Chag
- Odlline Gdipal dagll Gt Jlo) Alae 2003 Y Lo A Jusi Lanind LAl
aln) saal) Lo 4 Cum e (Bine A gisall alliia Jamy U ~Uad) 3 Hadiad o) Aady) Zalll o
Dhadl dasy (531 ) Aliay e iliall DRI G5S J) Ail) L) Sl 4] a0 3 2skll Sl
O S Aila) (gAY clag aadiul dind) bl e s VAT e zlse e o Al e
Clilal) LIS e 09 GBiny Lo 13ay Cliladl Jaaad ade ey AU mglaally il Hlasid
aandl) Adsje 2-
(Gl aae Jla 8 4 il AU ~ Vbl dase pe Josall AU ~Udal) daae 458y 285al) BB &g
Uiad) Gl 5 @l dlesy asty 5 ABgise baie g Gl (B Jla 8 W L dealea saie Ll (lay
& (e gadiall Lall i ) oy @l Aasind Gyyla e UL paeny & ¢ PWK gpiccrj g sl alasinly

505



tena Slas Al LELOU Cluloall GlSas b UL ) el (e

secret computed Key by Cluster ) NeXtk ex il dallaall Spe oy ain Slyide ~Uaadly el
V) Aslaall (385 480 Jae ol alua 55 ¢(Head

Nextx= 1D ucy mod(seed +m) (1)

Al IS 2ie MCN Y oassiyl) Aallaall 385 4y JSlsdie o35 :Seed Cua

28lal) 308 22 (M

AV A G el ol alasiuly des Bsbias Adens o585 O 2 MCN ) el &5 (ga

ID_mcn || H(K_cHi) |[{seed @ NR} ke .CHp ) 45V Al )l MCN Jas 1

.MCN 323)l 2354 ID oy Sus

otV Aadlaall 3S5a5 aiall 56 G it (gyudl 7 liall 5indl i sH(K cHi)
.(Number of Round)d 52l 23, :NR

Lt any (il axe s (G cJaiall H(K_CHj) o 45l o5 a5 H( K o) lusy CHp asiy 5
A8 5 se e gl 2y ¢l Jla 8 el daalga saic

. NeXtK CM\ Gl CH; 6}3:.’ 3
MCN 5CHj oxiaéall (30 JS a5 la8a NR 3 4

Lid o MCN lisiall Zranal) 3aiadl 50 o)l Jaadl cigaaY) colilbine Zalill (e ol S5 Lo Luddls 13)
Sl skl OY S IS5 dpene ALl Jang Lo 138 5 bl o alany 585 (G 050 8l Ll waens
Sl Dol Sy o el odaid 5 ke ilaslaan o Jpeaall da il adaniv e palen J (e A8 jaill 33kl
Giae bl ALlS Clliie of LS Lliae A8ggal (alliie ()5S0 @lly cdliyall digall Clegleal Cais
o) A8l Ve L ) Gliy i) 3 deasal) saiall JA5 (590 S alls dgiial) N6 U el Jlasiuy
Baiall Mad o Ledl 548 58 5a B30 A MICN Baiall () (p (3inill Al S walaic) ¢Sy (g5 3o SE€d aladiad
saaat Ay NeXtk zlie of Las Y eliing Lyl Calliia Jang o5 1385 GaY) maenll o A sume 223 il
.MCN 1 &pa < e
s LAY A% Adaye 3-
033 sty Y] 13y ¢ o)l dallad) S50 U Aaasall 5jisal) Wlilul) MCNS alitial) dasad) Sial) Jus
ccmliall Dl 3lasl 5 e s NeXti zlidall alasinly bl il ola,
sl Jall ey lsad 4l cullalaaal (5) 5 (4) DS el

506



Tishreen University Journal. Eng. Sciences Series 2018 (4) 23a]) (40) adadl) dsuxigh aslall @ 0050 dasla dlae

ID'PWK_SN {T} PWK_sN

SN 4l l

| D-PWK.SNiZI D'PWK-SNi-CHl ?

8 4 ga 328 SN

Y

T le Usmaall il SiCHe

CH (AISNGa Ji ) a3l 65 3(4) Jeid

507



tena Olae Alisial) LU liball @St 8 UL eV auel
@.A;ﬂ\ Alac
H(K chj) Sl
43}3}—4 ):)9 Blac H(K_CHj {Seed@NR }K,cw
Yes
MCNAL.
A :ﬂé)aﬁ 3dac
Al )1 Jea)

A

Nextk= ID-cr1 mod(seed+m)

l

Jaaaall UL i dlec

MCN (AICHG Ju¥) 4343053 1(5) Jead

508




Tishreen University Journal. Eng. Sciences Series 2018 (4) 23a]) (40) adadl) dsuxigh aslall @ 0050 dasla dlae

) JLg.Bp dlslaal)

pel 4 4 lley V4l Cum (CulS ) dndat b dyys e lan Aals Lpmi NS-2 malipd (V) Al )
) Cilaa )saly NSl any ABla] o ol Lo (ga) Lol

Ll Aalariall o5SY) A8Lialy cllyg  Slaall 13gd (Y Lliad A3LaY diyyla aaiy 36 Uiny 8 L @lld Jal
il @iy il cllee Jie V)

el gl 1

sl Aalladl S5a5 Aa Alla 8 Aulual) diall (e eda 4 ()6 A AN # el pladinl 5 Uiy b
t Cumy [1,3] MWSN il s Lalasid Y1 2 3aill sa5 ol

JCal e daluall astae liufiile (& de ) ge dulun 320 39 (e Aile lanigia aaa culd 4803 -1
(Y

oAl Al Al die 3L g astiall B8 (e dgiic JS ()5S Cua cadlic dxy)l .

JsY) O stinll (528 (he e slaall MCNA 33801 aen3 MCNB « MCNA (lilitia Glisesa olisic .
(CHa. CHg)&l ) 5 Callill (03 siiall (5238 (e il shaal) apanis «MCNB 3382) Lol ( CH1.CHy) L 5
el Aadleall S je Jiad saal g e o

dgs Ll -2

A AS0A) g -3

i) ey sl e Gkl o (i tolnlly 35 o) Akt ALY Rl -4
RENWONBXPLEOI W LTSRN RS T -5

509



Al LELOU Cluloall GlSas b UL ) el (e

da il Al lad sad (6)JSEN el

; iy Lo\
Al ¢ dgad 1(6)Js
S8l 8 deaiid) @l yial S (1)d 2] e s
Aasiiceal) 5lSlaal) clially £(1)J gaad
a0l ) wlhad)
(500x500)m” BSlaall 3 daadiiusal) dalisdl)
4 283} 3008 2ac
8 Asdie JS G Aulual) déal) 2o
2 AUaviall daaaall 2d2ll 2ac
Tow Ray Groundmodel sl LAY =3 gl
Wireless i) 3L Jaas
Omni directional Antenna el s
Battery(AA) Al ¢ 5
20s Sl (e )

510



Tishreen University Journal. Eng. Sciences Series 2018 (4) 222!l (40) alaal) duxigl aglall @ (530 daals dase

1 AiBlial)y gl

Azl dalall cliahld) g sy lgdle Ulias Al bl 488l L Lad 350

(AT e 1

Ble s 24l Gays WAay¥) a8liall 53l il isasall GSsal) (ggiue o dasiall dpa) Al Lik
@A) el ey 4gl) Blime kil deesal) saially dgiiall N6 o dlad) Lle Y 2D Geill Ge
Gias PWDA duyla of (7)JSal (e Jaadl L ALa) Alluyll (e 8yiall bl ad il 2 giall 2806 48 iy
o3¢l A2la e dab aay el 4yl ddnl 60MS 1 zlind gd (lileall i Aoy ali o 1ai ol
il el il Lgaladin) die due) i Al

Terminal -~ ' x
ldata intergity ensured
node 4 received packet from 9 with trip-time 30.6 S contend: kdoodvhfxud d
ecrypted hallasecurl -hash: 30626
node 1 received packet Trom 4 with trip-time .6 s - contend: Message Accepte
d - decrypted -hash: ©
data intergity ensured
node 5 received packet from 8 with trip-time 3 - contend: kdoodvhfxu5 - d
ecrypted hallasecur2 -hash: 31650
node 4 received packet from 1 with trip-time 60. - contend: Message Accepte
d decrypted -hash: ©
data intergity ensured
node 8 received packet from 5 with trip-time 30.6 5 contend: whvwot daecrypt
ad test3 -hash: 466
node 5 received packet from 0 with trip-time 60.6 - contend: Message Accepte
d - decrypted -hash: @
data interglity ensure
node 9 received packet from 4 with trip-time A - contend: whvw?7 - decrypt
ed test4 -hash: 486
node 9 received packet from 4 with trip-time . - contend: Message Accepte
d - decrypted hash: ©
node 8 received packet from with trip-time : contend: Message Accepte
d decrypted hash: ©
node 5 received packet from with trip-time .0 s contend: Message Accepte
d decrypted hash: ©

MCNS 5 CHS e (a1 a3 )03 (Gadal il 1(7)JSal

(8) JSEN eday LS (5 5 Vil Jan Sl Ay ) sl i s Ao My

O—— " o— "
1 }
— —
" —Pl
1 1
CH1 IN— CHs IN—
—_—
1 1
—— -~
: : CH4
1 1 CHs
» CH2
Gtiaiall o Juai¥) Gads e 4380 gl Cpiaial) s Jlat¥l Gl e 4880 sall >
Y o Al il 13) saiall gl dlec ¢ Y o Al il 13) saial) lgal dlec <
next_k zlibal) pladindy s il cliball oy | e 48 5l ’ next_k zliall sty 5 il il Ol ) e 48 sall >

MCNs 5 CHs (i 4Bakaall dides (a0 3(8)dsid)

511



teae Olas Alisial) LS lalaall OIS 5 bl GaY1 anl)

tiadll kil 2

il A8l el Rl (9) JSAN elay chngdl ) aaall e UL Gl DU a3l G Bile sy
La lSlaall s 25 () ae Alie Leudsi aay il A0l iajll alilly PWDA i) jlsa ki U
ol Gl 138 asy (agal)l Gelll Glids sy 1y 100MSs s ) il el @ B
¢l dlac s sanly i Aglee addld baies dpaly) aolsil Z U Bdira ye Gel daa) s alatin (aidiall

.MCNa | CH; (yfsiall (y disliadl) dglee jladl Jal (e Jadd saaly s

PWDA

Without PWDA

PWDA 4iajlsd (el (58 5 aon Al dajl) palil) 45516 :(9) s
A i) s 3
- A Al nlad) s AT e Alae 4 e Ll BSH LS ciliall wysi b sadiaall Al
H(PW) sl a3 58l b
:Rﬁi.\ﬁsdsgjz\jjsd\@ﬁu\amws.wsjhA}Lcdi‘éjﬁzj\a.\cdiu'a)ég
R=5-1 (2)
W osa agtie JS 3 K miilial) e Qi‘éi
W=(5=R)+1=(5=(5—-1))+1=52-5+1 (3)
Z a3 JalS 8 IS ilial) s o
Z=(5*-5+1)=m 4)
A 8 aglall e 8 M Cas
:(PWDA) aaxall i) lsall o L
Y 9a dgfiall 2B 3 Alesal) mildall 2o sS8 Lhalh aafy ~lae A0 Aulia B JS
y=(5-1)+1=5 (5)
W agiie JS 8 AN mildall e

512



Tishreen University Journal. Eng. Sciences Series 2018 (4) 222!l (40) alaal) duxigl aglall @ (530 daals dase

w=(1=(5—-1))+5=25-1 (6)
1Z 9 A4 JelS 8 A iliall aae o L;T
z=(25—-1)=m (7)

AL bl 2o 4 M s
(7)5 (4) Qe (10) JS2) pem s

M

T T T T T W
»
ml - .
W -
= W —
M- -
- ~ ____———___ -

1 | ] | | |
:] i £ L] i L] ]

Aal b A A mliall e S (e PWDA Lsrall 4 5ally PW A0l Apa 3l 0a) ey 45 \0a :(10)Jsad

2 Cun e PWDA daxall Gua ) sally PW il dua 3l o &lie 1 (11) JS80 puaa sy
Adlal) 23 e &l AN 3 A lial

800 7
700
584

600
2 500
By 400
;i 300
- 170

200 136

100

0
m=4 m=6 m=8 m=10

S Iy
adiaalt i

uPW B PWDA

b LA milial) 2o ua e PWDA Asral) e ) sal) ge PW Al 4pa ) a1 4 jlial Uabida ¢y 1(11) JS&U
Sdlal) axe ae 4 jRa A

513



tena Slas Al LELOU Cluloall GlSas b UL ) el (e

s coSade Ji (35S Gy il 5l el jlg e e U3l sie Sl an3 Ayl Wi )l s f Jasls
aall e 8 lgad ae

1l gillg calalisiu)
) lalisnd] Jaa i) Wiy cdad)al) oda day
Al UL AlalSis A8 gsal) a5 G Al il G A gial) ey lal Guls () .

ol gl ks elaay Lae (midie dajilall Lpe)ylall Gabi vie W) gl il o .
il
On Uaddie 20 ) zlad ) daulul) 3y i) ae £5lie 5SIA A gane An el Ape sl o)y .

Al e 10l glial)

) Llall 8 cliagl) Gadli S

cad) e S d3e e A0S ik Jal e Faap Al 03 Gaalad AlSa) Ay .

ia Al dulual) diall e s3a ) V) Zasalll s o Liulyy 3 aadidl ASall 2 3sai ) .
) (51 AV AN il o Aa il dua) Al Galai AalSe) Auby oSar ol ol Aadlaall S5y
A Alla b ) Aadlad) 3S5es Ausluall sial) — A5a Al & eyl Aadlaall pes 4006 Al
Leiadag 00 molial) aladinl e Al 35haS 400 sdall mbliall a)s dae))lsd aladiinl dnlSa) 4y .
R Al syl e

bl

[1] J. REZAZADEH, M. MORADI, and A. SAMAD ISMAIL. Mobile Wireless Sensor Networks
Overview. In International Journal of Computer Communications and Networks (IJCCN),
Volume 2, NO 1, February 2012,pp. 17-21.

[2] M. ARSHAD, N.M. SAAD, N. KAMEL and N. ARMI. Routing Strategies in Hierarchical
Cluster Based Mobile Wireless Sensor Networks. In IEEE INECCE, Pahang, Malaysia ,June
2011,pp. 65-69.

[3] L. ZHU . Secure and Privacy-Preserving Data Communication in Internet of
ThingsSpringerBriefs in Signal Processing, 2017,pp. 3-12.

[4] A. ANITHA, K. ARTHI KRISHNA and K.R. ESWARAN AASAN. A Secure Data Aggregation
Technique for Wireless Sensor Networks. In International Science Press IJCTA, Mach 2017, pp.
119-125.

[5] J. ZHENG, W. JIA, and G. WANG. Data Management of Mobile Object Tracking Applications
in Wireless Sensor Networks. In Journal of Computers , Volume 4, NO. 9, September 2009,pp.
845-851.

[6] G.PRABHU and K. ADHAMOTHARAN. A Survey on Secure Data Aggregation Scheme for
Wireless Sensor Networks. International Journal of Science, Engineering and Technology
Research (IJSETR), Volume 3, Issue 2, February 2014,pp. 329-334.

[71 M. PRIYANKA. Collusion Attacks: Secure Data Aggregation Technique for Wireless Sensor
Network. International Journal of Advanced Technology and Innovative Research VVolume. 08,
No.21, November-2016,pp. 4014-4020.

[8] A. NIHARIKA and P. PADMAJA. Secure Data Aggregation Technique for Wireless Sensor
Networks in the Presence of Collision Attack. International Journal of Scientific Engineering
and Technology Research VVolume.04, No.37, September 2015,pp.7991 -7995.

514



Tishreen University Journal. Eng. Sciences Series 2018 (4) 23a]) (40) adadl) dsuxigh aslall @ 0050 dasla dlae

[9]
[10]

[11]

[12]

[13]
[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

X. XU, J. LUO, and Q. ZHANG. Delay Tolerant Event Collection in Sensor Networks with
Mobile Sink. In IEEE INFOCOM, 2010,pp. 4244-5837.

Z. SHA, JIA-LIANG LU, XU LI, and MIN-YOU WU. An Anti-Detection Moving Strategy for
Mobile Sink. In proceeding of IEEE wireless communications and Networking Conference,
2010.

J. SHIHALL, V. SHIRWALKAR, K. PATIL and S. AJNADKAR. Secure Data Aggregation
Technique for WSN. In International Journal on Computer Science and Engineering (IJCSE)
Vol. 6, April 2017,pp. 67-71.

N.SANDHYA RANI, and O. SRINIVASARAO. Efficient Implementation of Data Aggregation
in WSNs by Mobile Agent Paradigm. In International Journal on Computer Science and
Engineering (IJCSE) Vol. 3 No. 9 september 2011,pp 3254-3257.

WU. K, DREEF. D and SUN. B. Secure data aggregation without persistent cryptographic
operations in wireless sensor networks. In Ad hoc Netw , Volume 5, NO1,2007,pp.100-111.
YANG Y, WANG X AND ZHU S. A Secure hop-by-hop data aggregation protocol for sensor
networks. In ACM Trans Inf Syst Secur (TISSEC), 2008,pp. 18.

ZHOU. Q, YANG. and, HE. L. A secure-enhanced data aggregation based on ECC in wireless
sensor networks. In ACM workshop on Security of ad hoc and sensor networks Sensors, 2014,
pp. 6701-6721.

OZDEMIR. S and XIAO. Y. Integrity protecting hierarchical concealed data aggregation for
wireless sensor networks. In International Journal of Computer Communications and Networks
(IJCCN) Volume 55, NO 8, 2011,pp. 1735-1746.

V. KUMAR,S. MADRIA and J. MCCARVILLE-SCHUETHS. A test-bed for Secure
Hierachical Data Aggregation in Wireless Sensor Networks. In proceeding of IEEE wireless
communications and Networking Conference, 2010.

A.S.POOMIMA, B.B.AMBERKER. Secure Data Collection using mobile data collector in
clustered wireless sensor network. In the Journal of Institution of Engineering and Technology
(IET), Volume 1, 2011, pp. 85-95.

D. LIU and P. NING. Location-based pairwise key establishments for static sensor networks . In
SASN ’03: Proceedings of the 1st ACM workshop on Security of ad hoc and sensor networks,
Fairfax, Virginia, USA, 2003, pp. 72-82.

S. CAMTEPE and B. YENER. Key distribution mechanisms for wireless sensor networks: a
survey. Technical report,PRI, TR-05-07, 23 March 2005,pp. 5-8.

V.JAYARAJ, M.INDHUMATHI and U.DURAI. Secure Data Aggregation using Efficient Key
Management Technique in Wireless Sensor Network . In International Journal on Computer
Applications Vol. 89 No. 9, March 2014, pp. 6-9.

515



