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O ABSTRACT 0O

A constant need to increase the network capacity for meeting the growing demands
of the subscribers has led to the evolution of cellular communication networks from the
first generation (1G) to the fifth generation (5G). There will be billions of connected
devices in the near future. Demanding higher data rates, lesser delays <enhanced system
capacity and superior throughput. The available spectrum resources are limited and need to
be flexibly used by the mobile network operators (MNOS) to cope with the rising demands.
The solution was the device-to-device connections.

Enabling Device to Device (D2D) communications over LTE-A networks (Long
Term Evaluation-Advanced) can provide many benefits in terms of throughput <energy
consumption «traffic load. It also enables new commercial services.

Such as location-based advertising. For these reasons <D2D communications has
become A hot topic in both the academic and industrial communities. However <many
research works are focused on node discovery <radio resource management <and other
aspects «while the issue of security is less addressed. In this article <<we intend to provide
an overview of the security architecture <threads <and requirements <and authentication
protocols.

Keywords: Authentication and Key Agreement in LTE-A Network security «
device-to-device connection.
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