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O ABSTRACT 0O

Nowadays, the importance of information security is increasing according to the
complexity of communication devises and their operating systems. Although of the safety
that the encryption algorithms can provide between communication users, the encrypted
messages may faces lot of attack types, which their purposes vandalism of data integrity
such distorting or hiding some or all information, so it will be better to hide information
transform existing, even though these information are encrypted, therefore the attacker will
not know that there is a secret communication between communication users, this
operation of hiding data doesn't belong directly to the Cryptography science, but it falls
under Steganography science .

In general, Steganography science aim to hide the secret message exchanged
between users, which requires a host milieu carrying the secret message, this host may be
any file type such as audio file, video file, image file or any type of digital file we can
exploit the existence of unused spaces of file, or any space we can use without doing any
effect may lead the attackers to know where the message stay in file.

It could use some traditional ways to apply data hiding in digital medias, but due to
the increment of interest with information safe and security, many advanced algorithms
which depend on information theory and signal processing have been adopted, in this paper
we concentrated on Steganography algorithms in image files, which considered as the
most host files used to carry the secret message, and put a study of comparison process
between the newest algorithms that use data hiding in digital images using some
mathematical standards, with discuss the final results of this comparison.

Key words: MSE : Mean Square Error ; PSNR : Peak Signal to Noise Ratio; NC :
Normalization Correlation; LSB : Least Significant Bit ; DCT : Discrete Cosine
Transform; DWT : Discrete Wavelet Transform
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Nowadays, the importance of information security is increasing according to the
complexity of communication devises and their operating systems. Although of the safety
that the encryption algorithms can provide between communication users, the encrypted
messages may faces lot of attack types, which their purposes vandalism of data integrity
such distorting or hiding some or all information, so it's better to hide information

transform existing, even if the information are encrypted, and therefore the attacker will
not know that there is a secret communication between communication users.
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Algorithm Lsb_Hiding is
Input : Secret message bit stream S, Host Image M
Output: Host Image M
(Note: (i,j) is the index of host image pixels, k is the index of secret message bits)

For Each bit In the message S Do
If S(k) =0 Then
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Else
M(ij) — M(i,j)
Else If S(k) =1 Then
If M(i,j) Mod 2 =0
M(@ij) — M(i,j) +1
Else
M(i.j) < M(i,j)
Return M
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Algorithm Msg_Extracting is
Input : Host Image M
Output: Secret message bit stream S
(Note: (i,j) is the index of host image pixels, k is the index of secret message bits)
For Each chosen pixel In the : Host Image M Do
If M(i,j) Mod 2 =0 Then
S(k) <« 0
Else If M(i,j) Mod 2 # 0 Then
S(k)— 1
Return S
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