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O ABSTRACT 0O

LTE’s success as a high throughput, and umbrella technology for wireless networks
is highly affected by the researchers’ capability of solving its current security
vulnerabilities. Mutual authentication was adopted by mobile networks to overcome
vulnerabilities exploited by “IMSI catcher” and other active attacks. 3GPP’s mutual
authentication implementation in EPS AKA succeeded in enhancing the network’s
security, but failed to cover weaknesses inherited from its predecessor (UMTS). One of
those vulnerabilities is the passive capturing of IMSIs during user identification in the
Authentication and Key Agreement protocol. Many researchers tried over the past years, to
propose an alternative for EPS AKA, able to ensure high levels of security and offer
acceptable QoS performance. In this paper, we will crypt-analyze (SPAKA and PBKP)
which was claimed to solve EPS AKA’s privacy and mutual authentication weaknesses,
then we will compare its QoS performance to EC-AKA and EPS AKA. Our proposed
protocol “EC-AKA” is a real candidate to replace the current authentication and Key
Agreement protocol, because of its excellent performance in all the studied parameters.
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Gis EK alaaiuly W jilss IntegrityCheck  caluay eyl A8 65 o1 sty ,AUTN, KSIASME

.XOR(RandomUESecCapab1,chosenUESecCapability luay st i 4 ylsa
5. UE = MME: User authentication response:{RES}EK.
B8y i) dpa)lsa a2y UE Y ALl Jseas e
(chosen algorithm’s code+RandomUESecCapabl) — RandomUESecCapabl
RAND(1), AUTN, O Cpnpnall - Uidally pa) sl alaaiuly padall oli UE ity divie
SN 4d 5 (e @EUUE aolainy KSIASME
Megdle il = Uialls ey Al Uiy RES s SN e Zidladll casi Jla b
6. MME - UE: NAS Sec Mode Command : {eKSlI, [IMEISV request], [NONCEUE,
NONCEMME]NASMAC}EK
Jla¥) oy Aaalll o2 8 A0l 8 (e S jaiiall Aislias &y XRES g atiflaey RES Clua 2y
EK  oliall pladinly iy 4845 (asd J dalay Gileglaall o) - AKA e 520 gl eiliall plasinly oY)
UE 330 clplSal) a8 e 0585 O oy A3y i) o s o Lale
7- UE > MME: NAS Security Mode Complete(IMEISV,] NAS-MAC)
. NAS Security Mode Complete el dlluy ay5 ¥} UE Ly
8- MME - eNB: Initial Context Setup (KeNB)
- MME . W50 Joaii Ally 3380e UE g Juai 3350 eNB
ad Leadiaal milially il lall gond Al eNB 14090 Allyll 5f Ayl Ay MME (a5
. AS Jlay)
sl dalay Gl U IPsec alasiuly ¢yl Jlsil eNB 5 MME (3 Jlai¥) o) alall s

9. eNB> UE : AS Security Mode Command (Integrity algorithm, Ciphering
algorithm, MAC-I)

cAS Sl eadl ) eNB Juy
10— UE - eNB : AS Security Mode Complete (MAC-I)

523



(il ¢aal

Laaall sagad T8y yslal) ClSual) b ABsloaall CNSS gy ol pusis

(8)JSa L LS jially Y1 JLaiVls oy ACK et sy Uy UE 3y

UE e

NAS Attach
A={IMSI’, RandomEncKey, RandomIntKey, UESecCapabilities,
RandomUESecCapabl, IntegritycheckTIK} PKH , IDHSS

NB
Request:

MME
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LKSIASME)TIK } EK (RandomUESep Capah1+chosen UESecCapability)

quest:

Authentication Data Request A, {SNID}PKH
V4

Authentication Data Response
{AV(], ..., n), UE Sec Cap, EK, IntegrityCheck
(AUTNG),RANDGE)NKSIASME)TIK, Integrity
checklIK }PKM

User authentication response:

(RES} EK

NAS Sec Mode|Command: {eKSL
[IMEISY request], [NONCEUE, NONCEMME]NAS-MAC }EK

. NAS Security Mode Complete:

(IMEISY,] NAS-MAC)

AS Security Mode Command:
(Integrity algorithm, Ciphering
algorithm, MAC-I)

Initial Context Setup (KeNB)

AS Security Mode Complete
(MAC-I)

EC-AKA Jsssis ) dyibal (8)Jsal
) 8y S 8 a el waas 08 s Biitie AKA Jily gen (o 223 o Laa

:4E8lial) g =il
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sas Jall s dalial cyldin (ki Y EC-AKA 5 SPAKA  JiS3is il Loas) L) il
.(software)idlial Jsis dalail i ddlal(hardware) cufygeas

EPS-AKA J S5 b 45)lae 281K (e (gginall i Lagd cpiliall ol iS55 5000 Sl

:overhead Jeall -3
Al e g pal) Sy (3 FaLll NS g ) Alia i
:(Radio,Backhaul) Upload message a<uill e aleaal) Jilu)l X
NAS Attach Request: 1024 (RSA) + 20 (HSS ID)
User Authentication Response: 128 (RES)
Upload Radio = Upload Backhaul = 1172 bits
:(Radio. Backhaul)Download message i<l (e laadll Jilu)l) <>

Authentication Request: 128 (RAND) + 128 (AUTN) + 128 (Integrity check) + 3
((RandomUESecCapabl XOR chosen UESecCapability) + 4 (KSIASME) = 391 bits
: (core traffic )iyl sl 4Sa o
Authentication Data Request: 2048
Authentication Data Response: ceiling ((n*688+396)/1024) *1024
Core traffic = 2048 + ceiling ((n*688+396)/1024) *1024 bits

P S ell jaal Aa ek (3)dsadl

NS g Bla Lo Jaall (3)Jsial

sl Jandl |abogll Jos | Seldl daxdl | Qs os Gyl &yal
Upload | Upload | Down- Download | Core Traffic
Radio Back- load Backhaul
haul Radio

EC- 2048+ ceiling
AKA 1172 1172 391 391 ((n*688+396)
i /1024)*1024
SP- A 120+x*(1 SiiEs AAR L
AKA 1084 1024 48+7) 9216+Z 10240 +Z
EPS
AKA 118 118 304 304 80 +n*688

(Access Node) AN doxdiwdl Jpagd Lldi sae S X dua
AVSili ydl d8sladl dadl 2ac:n
s yall Adsliadl) dasl (0 JS pan :Z
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oad Back- load load Traffic
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EC-AKA

5 1172 1172 391 391 10240

(bits)

SP.AKA 1084 1024 15356 10240 L1264
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EP,S AR 118 118 304 304 6960

(bits)

SEAIGV=IEG -88 -148 14965 9849 1024

AKA (bits)

SRR - 8.12 14.45 97.45 96.18 9.09

EC-AKA (%) e i : ' :

SPAKA ~ EP3 966 906 15052 9936 4304

AKA (bits)

(SPAKA vs

EPS AKA (%) 89.11 88.48 98.02 97.03 38.21

o LS Loy Lelitad sing Ay paal) S5 ull lealsl) o gyl clSimg daall ad G (4) Jsaal
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