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O ABSTRACT 0O

Maintaining network availability and improving performance is a primary objective of
network management. With the massive growth in network size and traffic load, this task
has become increasingly complex. One important area of research is network traffic
classification, which offers significant benefits such as reducing traffic congestion and
enhancing network management.

This study explores the application of various machine learning algorithms for network
traffic classification into large flows and small flows. We implemented and evaluated
multiple classifiers on real network traffic “Darknet Dataset”, including Support Vector
Machine (SVM), Random Forest (RF), k-Nearest Neighbors (KNN), Logistic Regression
(LR), Decision Tree (DT), Gradient Boosting (GB), and Multilayer Perceptron (MLP).
Each classifier was trained and tested on real network traffic data.

Our results indicate that the Random Forest (RF), Decision Tree (DT), Nearest Neighbor
(KNN) classifier, Gradient Boosting (GB), and Multilayer Neural Network (MLP)
classifiers achieved the highest accuracy, in classification. These results underscore the
potential of the models. Machine learning helps in classifying network loads effectively.
Keywords: Software Defined Networking, Machine Learning, Network Classification,
Network Management, Quality Of Service
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Receiver Operating Characteristic (ROC) Curves
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2024-05-09 22:07:22,718 - INFO - Flow
443, 6) classified as Mice

Flow ('192.168.5.4', '62.72.160.114",
2024-05-09 22:07:22,728 - INFO - Flow
42513, 6) classified as Elephant

Flow ('62.72.160.104', '192.168.5.4",
2024-05-09 22:07:22,733 - INFO - Flow
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.104",
2024-05-09 22:07:22,743 - INFO - Flow
42385, 6) classified as Elephant

Flow ('62.72.160.114', '192.168.5.4",
2024-05-09 22:07:22,748 - INFO - Flow
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.114",
2024-05-09 22:07:22,753 - INFO - Flow
42305, 6) classified as Elephant

Flow ('62.72.160.114', '192.168.5.4",
2024-05-09 22:07:22,761 - INFO - Flow
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.114",
2024-05-09 22:07:22,765 - INFO - Flow
42296, 6) classified as Elephant

Flow ('62.72.160.114', '192.168.5.4",
2024-05-09 22:07:22,768 - INFO - Flow
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.114",

('192.168.5.4"', '62.72.160.114"', 42298,
classified as Mice

'192.168.5.4",

42298, 443,
('62.72.160.

6)
1047, 443,
443, 42513,

('192.168.5.

6)
4,

classified as Elephant
'62.72.160.104"', 42513,

42513, 443,
('62.72.160.

6)
114",

classified as Elephant
'192.168.5.4", 443,

443, 42385,
('192.168.5.

6)
4,

classified as Elephant
'62.72.160.114"', 42385,

42385, 443,
('62.72.160.

6)
114",

classified as Elephant
'192.168.5.4", 443,

443, 42305,
('192.168.5.

6)
4r,

classified as Elephant
'62.72.160.114"', 42305,

42305, 443,
('62.72.160.

6)
114",

classified as Elephant
'192.168.5.4", 443,

443, 42296,
('192.168.5.

6)
4,

classified as Elephant
'62.72.160.114"', 42296,

42296, 443, 6) classified as Elephant
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2024-05-09 22:07:22,814 - INFO - Flow ('62.72.160.104', '192.168.5.4"', 443,
42329, 6) classified as Mice

Flow ('62.72.160.104', '192.168.5.4"', 443, 42329, 6) classified as Mice
2024-05-09 22:07:22,832 - INFO - Flow ('192.168.5.4"', '62.72.160.104', 42329,
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.104', 42329, 443, 6) classified as Elephant
2024-05-09 22:07:22,859 - INFO - Flow ('62.72.160.114"', '192.168.5.4"', 443,
42315, 6) classified as Elephant

Flow ('62.72.160.114', '192.168.5.4"', 443, 42315, 6) classified as Elephant
2024-05-09 22:07:22,879 - INFO - Flow ('192.168.5.4"', '62.72.160.114', 42315,
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.114"', 42315, 443, 6) classified as Elephant
2024-05-09 22:07:22,886 - INFO - Flow ('62.72.160.104"', '192.168.5.4', 443,
42388, 6) classified as Elephant

Flow ('62.72.160.104', '192.168.5.4"', 443, 42388, 6) classified as Elephant
2024-05-09 22:07:22,896 - INFO - Flow ('192.168.5.4"', '62.72.160.104', 42388,
443, 6) classified as Elephant

Flow ('192.168.5.4', '62.72.160.104"', 42388, 443, 6) classified as Elephant
2024-05-09 22:07:22,904 - INFO - Flow ('62.72.160.114"', '192.168.5.4', 443,
42298, 6) classified as Mice

Flow ('62.72.160.114"', '192.168.5.4"', 443, 42298, 6) classified as Mice

Distribution of Flow Classifications

12 4

10 A

Count

Mice Elephant
Classifications

tGluagilly clatitiuy)
alaill 3Lt 3455 ey A Jleal Ciieai e T aled ilia lsd degene capti Sl a6 Lk
ereal %98 (e ol Ay s 358 Jlal ASa Caian (Sadll (e oIS cdibiad) ol daalal)
4 sisey ¢ (DT) 5 (RF) (MLP) (K-NN) (GP) & &lal Jumdly) ey jlsal) culS el pay ooz dlaill
ks Ll ey Lee chpulually 2821 (e dle (g5 @i gl dga)ylsall sda olal duhall <yells %100
5 Ak A8 408 Jleal o Caniaill isen Galiy Bl se(dal 5 ball) aall ASa s A8y gl
A(SDN)  Liaays ddpee cilSud o Lgiadaty o siiins Aaaldl) ) 3 5 s el cpglil
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