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O ABSTRACT O

Fog computing extends cloud computing capabilities to the edge of the network, bringing
computing and storage closer to users and devices as this distributed architecture improves
the efficiency of data processing and analysis while reducing latency.

In the context of security, fog computing faces many challenges such as securing
communication between distributed devices, ensuring data integrity, and protecting against
malicious attacks. It has been shown that traditional security measures may not be sufficient
to address these challenges due to the dynamic and decentralized nature of fog computing
systems. Hence the use of block chain technology in fog computing, where a secure and
tamper-resistant distributed ledger (Distributed Ledger Technology (DLT)) can be used to
verify the integrity of data and transactions. Blockchain's decentralized consensus
mechanism enhances the reliability and resilience of fog computing networks, making them
more robust against security attacks. In this research, we studied and evaluated security
attacks on fog computing networks and studied the impact of integrating block chains to
enhance security measures in fog computing systems through the use of smart contracts. We
used IfogSim to simulate fog computing, and the LOIC TOOLS tool to implement security
attacks. The results showed the benefit of the block chain. This reduces the effectiveness of
attacks by improving performance and network utilization by 68.17% and reducing delay by
68.26% in the presence of a DDOS attack.
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