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O ABSTRACT 0O

Phishing is a highly effective form of cybercrime that enables criminals to deceive users
and steal sensitive data. With the growing number of internet users, particularly on social
media platforms, there has been a substantial increase in publicly available personal
information, making these users more susceptible to phishing attacks. This research
provides a detailed explanation of the use of artificial intelligence techniques in social
engineering, especially the application of deep learning and transformers in textual content
analysis and context understanding. Based on this analysis, an attacker can identify the
victim’s area of interest to form the basis of their attack and steal user data by sending a
customized message tailored for each victim based on their interests using instant
messaging systems on the same platforms. The results demonstrated that phishing attacks
using messages customized to the victim’s area of interest have a success rate of up to 70%.
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