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O ABSTRACT 0O

The digital world is vulnerable to security threats, and cyber security helps mitigate these
threats. Cyber security refers to the protection of data, networks, systems, applications and
all types of data from cyber attacks which include viruses and various types of attacks.
Autonomous and Connected Vehicle Networks (CAVs) are widely used, and because of
their wireless and self-driving properties; They are highly vulnerable to previous threats.
This research studies the techniques of using artificial intelligence to protect networks of
CAVs from cyberattacks. It uses machine learning algorithms to detect these attacks and
compares the machine learning algorithms used for this in terms of accuracy and required
operating time. The research uses the WEKA tool to make the comparison, as the
experiments are carried out on a a new dataset, which is a dataset abbreviated from the
KDD99 dataset.

Two machine learning algorithms, Decision Tree and Naive Bayes, were used as
classification models, based on a modified training dataset of the KDD99 dataset to be
suitable for CAVs. The accuracy and runtime of these two models are compared and
analyzed when selecting each type of communication-based attack. The obtained results
show that the decision tree model requires a shorter runtime, which is more suitable for
detecting a CAV communication attack.

Keywords: Connected and Autonomous Vehicle; cyber security; machine learning, Cyber
attacks.
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Sz s Anle el o3 asagd) Ll 06 o (Say .CAV ol 8 Gigeuall Llitll gaa) o gl L)
bl 3l o il
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Attack Type Possibility Attack Types  Possibility
ipsweep H ps I
mscan P U2R  rootkit P
PROBE nmap H sglattack P

portsweep P xterm |
Saint P ftp_write H
satan P gues passwd H
apache?2 P imap I
back P multihop P
land P named P
mailbomb H phf I

DOS neptune H sendmail P
pod H R2L  snmpgetattack P
processtable P snmpguess P
smurf H spy P
teardrop H warezclient P
udpstorm H warezmaster P
buffer_overflow H worm H
httptunnel H xlog P

UZR loadmodule I XSNoop H
perl I

Lls o et ¥ s dadae cillaies gyl Jh 8 hid Gleagll (ran sl of (Say (KDD99 3
apache2 assa sy of (K (Jlidl Juw e ¢himisic CAV b Glaagl) o <N Wial .CAV a5ap
casne) 2aw (S M Apache cugl) pdas axiing ¥ CAV K 13 LApache cus pdas 3 L

:AdBlial)y gilill

Naive Byes & V1 il 73l o ld WEKA _Slaall e Laayslas 2 41 e lse )yl craasiud
Intel Core 2DuU0, 2 Sl o ooylaall @il cliball 8 3,38 Ly Decision Tree & 4l
-windows7 64bit Jsxis JUs e GHZ

G ey JSE crasiuly Waikato dsels loysh cllall oo cadnll juadl dagie sl WEKA 3o
AN Al 3l gdais Jalail AU cluhally Eilay)

el sapal) Sl de gene Caoadind .14 ) asagdl g lsl e (i ALY KDD99 bl dallas 2o
10 43a (e Gl Ysf Capail) de pame addid L LAY iy degene o Wylasl 5 Al (a2 3l
dcgena b V) alall zisal dana e BEall Ay & .z 3salll <l 10-folds cross validation Calaal
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.3 Jsaall & Naive Bayes s Decision Tree aSud z3lal (il cidys alolall d8al o)l& . ol by
il Jlaay) sl ) dssall ddiad) Gilaagd) A ) A8 i

DHEAY) by o AN e e A Jedal gy ABa) 13 Jsas

Accuracy on the | Time to Build Time on the

Testing Data Set | Model(s) Testing Data Set(s)
Naive Byes 85.8% 0.06 3.2
Decision Tree 93.9% 0.59 0.4

cdy Calid) Ly (Naive Byes zisa e el 8 Gin Il sjad z3se of daadle S0y 3 Jsaall (e
dilue adaid Lo Y cdlle dejuy CAVS @lSpe i Lodie dals Jagall ol b saldl) &y 8 . Jsl)
35anll) Cileagll apaatl Jshaf Uiy i jaid Naive Bayes &f Laadl gl e G 3 16 30 ce a5 sk
.CAVS & haull U 5. €I Decision Tree <l 130 ¢ Y

U 3ay (FP) bl o)) asmedl Caiai Jinae (i «CAVS J s3aall Gailiadl] [yl celly ) dilayly
Cilily V) i) 2 35a1 i 13 dydad (el (65 08 ¢ Bia) Allall Ay 6z Sladl) o)l il Tage Luliia
PP blall Y Jaeall 40 s0all jeday celld e 2Ly agle @lily Wl o asagl

glsi ama dilas 2 3) ((10-folds cross validation) bzl 10 3aall (e @iaill pe adf daadle (S
By A8y (lliags HLEAY) Glly desenn 3 Gaadsalll A plalall lad) Jamal) 43l L Lapyais Cilangl
O dsaill UST Ygsia p Jalall o)) Jomall Bay cmilial) o2 e 5Ly

-Naive Byes §J48 1 (blall ey Jseadl :4 Jgaa

TP Rate on the FP Rate on the Precision on Testing
Testing Data Set Testing Data Set Data Set
Naive Byes 81.1% 22.5% 85.8%
J48 94% 22.2% 93.9%

o dsand) Ky didl 20 4wy KDD99 (e Ajiase clily dcsana e dalldl il sale) Pl e
Sdsaall cé—°‘ 3;:'4}43\ C_‘nl_ul\
-Naive Byes §J48 I ;hldl) lady) Jaall :5] g2a

TP Rate on the FP Rate on the | Precision on Testing | Time to build the
Testing Data Set | Testing Data Set Data Set model
Naive Byes 96.6% 3.8% 96.7% 0.19
J48 98.3% 1.8% 98.3% 1.58

calaagd) 158 (0 g JSd L 16 90>

DT FP Rate NB FP Rate DT accuracy NB accuracy
PROBE 0.18% 0.81% 98.3% 92.7%
DoS 0.4% 1.06% 99.6% 89.6%
R2L 0.18% 1.06% 98.3% 89.6%
U2R 0.4% 1.06% 99.6% 89.6%
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Aplay) cV )l cilS lle A8y gl V) alall Capial adsad DS G daadle (S 6 Jsanll
el (e Jumdl Dlias DT 20 S ¢ PROBE iless aaad sie .agagll Glily wes 3 Auaidic 23L1AY)
o Juadl L Lall a2 hgad ol (IS L 0 el )il syas 28y culS (DOS ilesa st xie .NB
R2L 5 U2R cilesa

o Al Cleaglly Gl Lad Juadl a2l cilia G 830 Gaa ld G Jsil) e il =l e sl
Cong oclld s s A8 il iy b asagll GLESI AN sad 2 dsal (Say 3 LCAV i b eV LA
gling W ) Adye pt Slengy i) die Aumpe b il o lloas 8 (padsal) IS of Aladle Liad
bl Jled) 4 cluball (e a3e )

1lua gillg claliiiuy)
0555 Lgila sall) Aldy LU Jlat¥) b Al lpailad Caus dalgd) apalsall o CAVS lSus 2
oo glsl Ayl i€l el oS i aladiu) A8 Gl alay laagll (e ddlina g5 diajes
el Jagll 5 Al ilal) Pla (e o LA 5als NaliVe Byes ey lsa Gn 4adl Bl (e Dilangl)
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