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O ABSTRACT 0O

Cyberattacks in today's digital age cause the loss of sensitive data and a huge financial loss
for enterprises and countries. Therefore, the role of the cyber security expert is very
important to protect data from increased and new attacks. Researchers focus on anomaly-
based intrusion detection systems to detect these unknown attacks and machine learning
algorithms play a vital role in this process because they detect attacks accurately. Data sets
currently used in intrusion detection systems suffer from a clear lack of real network
threats, attack representation, and include a large number of abandoned threats, which limit
the accuracy of detection within the current intrusion detection systems' methods of
machine learning, which make them unable to trace increasing and new attacks in cloud
environments, containers. This research paper aims to combine classification and analysis
of existing data sets in order to improve the creation new data sets that simulate the actual
reality of the network's real data. This will improve the efficiency of the next generation of
intrusion detection systems and reflect network threats more accurately.
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CIC-IDS-2017 lilull Cile gana 3t Laiys asngll il ians NSL-KDD 5 KDD CUP 99 ilily ic sana
an Jie 3A0 Agdall osall A e oo datlll Cilesgll (pe 330a degess CSE-CIC-IDS-2018
e ol L) Gl gens Caiial S cBotnet 5 SQL (ing cAadlal) gl cAadill Camg o sall dendl)
las CSE-CIC-IDS-2018 5 CICIDS2017 lilull de gana allad (aje & 83w 80 (e ST L ci¥la

LA e (10) Jsaalls (9) dsaal 8 dliaiall Capal)
CSE-CIC-IDS-2018 5 CICIDS2017 cibill) de ganal Lalall (ailadll :(9) Jsaal

CSE-CIC-1DS-2018 CICIDS2017 i3l de gana and
Multi class Multi class il de gana Jacs
10 5 Al 5l
50 PCs 4 PCs, 1 router, 1 switch asaell dgatl Al
420 PCs, 30 servers | 3 server, 1 firewall, 2 switches, 10 PCs Laall dgial) A
2018 2017 DY) )l
16,233,002 2830540 SHaaiall GV 2 ¢ sena
17% 19.7 % asngdl Vs Jane
80 80 el dac
18 15 3jaaall CalaY) a2e

CICIDs2017 by de ganal il Alla (10) Jsaal

Y dae Canall Glaw
2359087 BENIGN
231072 DoS Hulk
158930 PortScan
41835 DDoS
10293 DoS GoldenEye
7938 FTP-Patator
5897 SSH-Patator
5796 DoS slowloris
5499 DoS Slowhttptest
1966 Bot
1507 Web Attack — Brute Force
652 Web Attack — XSS
36 Infiltration
21 Web Attack — Sql Injection
11 Heartbleed

CICIDS2017 i) e gana Lgia Pl Al Jsléall-1-5-3

Camal) Laliiy geaill angl (o Jili 22e e CICIDS2017 iUl de gena (s5iad
Scattered Presence yizia jsuas .

e & el AL dege Lapdll Gldld) Aadlae ited Llile Apld e 3fins CICIDS2017 Lkl e gana
clalal) asaad Al 3119345 4cgann o e (gging aaly cale Jial culalal) elly
Huge Volume of Data <lilull (ja Jila ana .
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Ll asagll Gl gaeal lily o (gsind Aaedd) Gl de sane Capal (il pues G peall 2xy
Oo Bl anal) 138 L Ladis daenal) ULl de sane aaa ey cdads gl 8 Sl aaly lSe 8 Aldal)
alledls Joeatll 2531 Jaall (e i) ellging calibl)
Missing Values 33 gsdall audll .
e @Yl 203 5 2588 Caial Glaw gy Ala 288602 e dxasall CICIDS2017 lily de gana (g5iad
Uls 2830540 Je (giad Gliky degane JS g e pall jie VA o3 Al i 3a580e ilaglaa
Jare iy ¢ bl de gene o Caliad LI Jaes & D3 25a5 A1 (10) Jsandl el WS ¢ 3y
Cayy) 70.00039 ABY) A8 Ll Jaes il Laiy 783.34 s ApleY) i il sasesd) bl &8 L)
Bagaall il 48 sad Jaey Ciaall Jamy LY Jane 3 0l GDEAY) 13 Jie o) - (heartbleed i)
25 VI S Jlia) @l Cua ods @bl desane o die o Ciiadll ading Ladie foul aua gl
Aoy bl Aesane Ao (B «SOI Ghn — casll asaan ) i) Cayy Jie Aime saa Al S
&) sy B JUlly gl 13 gsi e Al Joay die asagd) 1 Jie QLIS 8 Cliadll Jdda (Sl
KN A (5 gna g il llaill By alads)

31 7 Wl daadieal) @bl cile gana ¢pu 43)l8a :(11) Jsaadl

DARPA !/ !/ !l 1998

X
KDD CUP 99 R R X N 1999
CAIDA v X X X 2007
NSL-KDD R R X N 2009
UNSW-NB15 R R X N 2015
ADFA-WD R R N N 2014
ADFA- LD R R N N 2014
CICIDS2017 R R N N 2017
CSE-CIC-IDS-2018 R R v N 2018

Liall aae dua e Lila PURECIA] Gl @l gana O a.i;m (12) Jeaad)

[ Dataset |  NumberofFeatures |
DARPA 41
KDD CUP 99 a1
CAIDA :
NSL-KDD a1
UNSW-NB15 29
ADFA-WD 26
ADFA- LD 26
CICIDS2017 84
CSE-CIC-IDS-2018 84

1luagilly clalitiu)
Jie Al Ul Cile sane Gaand) alaill Tpmgios AV) aled o sadinal) alai8V) LIS dalaif alies aaiins
@by s ) Gleganal oda alaas j8& .CSCIDS 2017 5 UNSW-NB15 s NSL-KDD s KDD Cup 99
Slia ¢llA Ayl A Cay L ualal) Al clily 4S5 e ladaiall alies 7yl ¥ LS LA A0
Sl Y e Wil & ) bl Gle sens sl ol 8 Al Gl A8 clily e pS (il
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