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O ABSTRACT 0O

The increased traffic on the network and the inability of the traditional networks with their
current structure to deal with the fast traffic on the network, led to the emergence of a new
dynamic flexible structure programmed according to the behavior of the data flow across
the network, this structure is software defined networks SDN, which gives flexibility in
controlling network resources by separating the control plane from the data plane. The
problem of end to end QUALITY OF SERVICE in traditional networks is an ongoing
problem. Many researchers have proposed a set of solutions, but most of them either failed
or their solutions were not implemented, and software defined networks came as a solution
to reduce the limitations in Current traditional network architectures

SDNs can help provide QoS in a variety of ways due to some of their features such as the
concept of per flow control and multi-header fields based routing

In this research, we present two methods of controlling bandwidth using the open flow
protocol and the RYU controller, namely the quality of service for each flow (per-flow
Qos), which is able to precisely control the quality of service for each flow, but with the
increase in the number of flows, this will lead to an increase in the rules or The flow
entries in the flow table of the switch that are set to control the bandwidth and thus this
method is not scalable and unable to handle with many flows, so the second method was
used where the flows are divided into several categories depending on the value (DSCP),
(DSCP) is 8 bits In the (ipv4) header within the (type of service TOS) field or within the
(traffic class) field in the (ipv6) header, Then queues are allocated by service class that
includes a group of flows that have the same required QoS level. And we explain how
these methods can control the bandwidth According to the user's need and thus the control
of network resources and the optimal use of them.

Keywords: software defined networks, Openflow protocol, Ryu controller, Quality of
service QoS
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ASuall o3 oLa) i G (12)dSA0 3 LS aaly Slen 40 Josly Jasa S5 Glise e Al 308 oLy o5
P AV Al DA e ol (miniedit) gl DA e L)

sudo mn --topo linear,2 --mac --switch ovsk --controller remote —x
:(openflow13) zudll e Jaxil ¥ ol Jasay 406N 3gladl) 8 o8 o
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xtermS1: Ovs-vsctl set Bridge s1 protocols=OpenFlow13
xtermS2: Ovs-vsctl set Bridge s2 protocols=OpenFlow13

:(OVSDB) I Jyasl Jal (2 (6632) diial) ) psivadd (81)Jasall Java
Xtermsl1: ovs-vsctl set-manager ptcp:6632

co
s1 192.168.40.10 s2
192.168.40.1
‘ \
192.168.10.1 192.168.30.1
192.168.10.,20 (192.168.30.20
hi h2

I gy lseal) B Aariiinnal) AL Linglsaghs 1(12) S

: AU (h1,h2) Guiscadll (IP address) Guslic susty a5
hl: ip addr del 10.0.0.1/8 dev h1-eth0
hl: ip addr add 192.168.10.20/24 dev h1-ethO
h2: ip addr del 10.0.0.2/8 dev h2-eth0
h2: ip addr add 192.168.30.20/24 dev h2-eth0

383 Jax Jawd (home/ubuntu/ryu/ryu/app) sledl Gaa 3sasall (rest_router.py) —alddl Joaes S
asii sl 5 (qos_rest_router.py) <ildl e Juasiy (table id:1) 1 &) gl Jsan e Gavisacl
. pSaidl e (rest_qos, qos_rest_router and rest_conf switch) Judi

controller: c0 (root): ryu-manager ryu.app.rest qos ryu.app.qos_rest router
ryu.app.rest_conf switch

Al ) Vol amnl (13)J88l) 4 daiagall Al el aSadially asgall o Jlal¥) ~lad oy
140030 335 ac i CilgagaS
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(openflow) JsSsisslls (RYU) aSaiall DA (e dantll 3asa ol plasinly dadall (a ey oSal

[PT][INFH]
=0x0]
[RTI[INFO] switc
0]
SPT][INFn]

"controller: c0" (root)

- e@

jant to be Ilpd-tfr-'d you can use 'r

t Sl config for TTL error packet in,
Set ARP handling (packet in) flow [cookie

et L2 switching (normal) flow [cookie=0x

¢ Set default route ldrnpl flow [l‘lll‘lklr‘.-“ 0

[RTI[INFO] su

[RTI[INFO
[RTILINFO

[RTI[INFO] s

=0x0]
[RTI[INFO]
0]
ERT][IHFU]

[RTI[INFO]
EF‘T][INFII]

JLINFO] dp
[QoS][INFO] dpi

switch_id=00000000000000023

switch_id=0000000000000002; Set

sSw

: Illlll q
2: Join g

cyclic rnuhnq table update,

Set L2 switching (normal) flow [cookie=0x

default route (drop) flow [cookie=0x0

ic routing table update,

<Y ally aSatall (s Juai¥) dilee guilii :(13)Jsdd)

(s1-eth() Jasall diie to [USY) adlgdl alie¥ly S8 aadl 5(3) a8 Jgand)

Queue id Max rate(kb/s) Min rate(kb/s) class
0 1000 - default
1 300 - AF1
2 200 - AF2

((OVSDB) UsSsis ol swasll Jal ¢

(s1) Judl e (ovsdb_addr) sic Jancay a5

Node:C0: curl -X PUT -d "'tcp:127.0.0.1:6632" http://localhost:8080/v1.0/conf/switches
/0000000000000001/0ovsdb_addr

Al Aadel Aasinly @l (3) Jsaall b cme s LS leilaliinl s 22 JQ)

"Node: c0" (root)
“[12:46]% curl =X PUT -d '"tcp3127 .O.U.l
t.ches/0000000000000001/ovsdb_e
[11:57]%
: [1l.J. 1% curl =X
e "J.OUOOOU ”

AV el DA e @llyg (s1) Jasall e dine JSI(ip addresses) opstic Jawiay asis
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"+"192,168,40,10/24"}" https/

0000000000000
0000000000000005 %

h1: ip route add default via 192.168.10.1
h2: ip route add default via 192.168.30.1

 (4)d50a) b qmiasa 5 LS (S1) Jasal) b 308 o lh iy s
(1) &8 JUai) 4l ) aags (DSCP=AF31 (26) 4as 2 ddiaall 23)ll 11 32018
& & S
(2) A8 s Al ) aagi (DSCP=AF32 (28) 48 pe dduaall 2yl 12 32cd
& & S
Curl =X POST —d '{"match": {"ip_dscp":"26"},"actions": "queue":"1"}}'
http://localhost:8080/qos/rules/0000000000000001

Curl =X POST —d '{"match": {"ip_dscp":"28"},"actions": "queue":"2"}}'
http://localhost:8080/qos/rules/0000000000000001

(1) Jaal) (3835 Jgaa ) (3045 Jae B AdL) :(4) ad) Jgand)

priority DSCP Queue id Qos id
1 26(AF31) 1 1
1 28(AF32) 2 2

() sl A mage o WS (82) Juall o pyitaclal) cudity o g8 o
(DSCP=26) 4ad ledle aua (5002) 2aadll te (h1) ) dgansall a3l 11 3208
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O ol (openflow) JsSsisslls (RYU) aSaiall DA (e dantll 3asa ol plasinly dadall (a ey oSal

(DSCP=28) dad \@le pa (5003) il e (h1) ) deasall i)l 12 320l
Curl -X POST —d '{"match": {"nw_dst": "192.168.10.20", "nw_proto": "UDP",
"tp_dst":"5002"},"actions": {"mark":"26"}}'
http://localhost:8080/qos/rules/0000000000000002
Curl -X POST —d '{"match": {"nw_dst": "192.168.10.20", "nw proto": "UDP",
"tp_dst":"5003"},"actions": {"mark":"28"}}'
http://localhost:8080/qos/rules/0000000000000002

(52) Jual) (385 Jgaa ) (304 Jae B AdLa) :(5) ad) Jgand)

priority Destination | Destination port DSCP protocol | Qosid
address
1 192.168.10.20 5002 26 UDP 1
1 192.168.10.20 5003 28 UDP 2

el pap (ald

(5002) (5001) 38ball ) adivey asls 5 :(h1) Cum ilaiall ape Gl Jal (e (iperf) 31831 plasinl o
Dhiey (1) 22l ) (UDP traffic) Lsoe Jhob asis 0w :(h2)s (UDP) JsSsign as (5003)
.(IMb/s :5003 ) (1IMb/s :5002) (1Mb/s :5001)

LS ¢ Il e (5002) (5003) (5001) Skl e dliginal Zajall (e (16) (15) (14) JSE mansy

(5003)(5002)(5001) 351 3l e ellgtoad Tajadl siaped bl i) (17) JSE ey

1
4
5
5
5
5
S
4
5
1]

MEROOON

AEQEOOOO

5001 iid o dlgivall Lajall pae :(14) Jsil
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ID] Interw
14] 0,0-
14] S

14]

14]

551 KBytes : /384 (02)

15 1

5002 iia o dlgivall Lajal) Gae Jaugia :(16) Ji)

1200

1000 ‘-—-‘—’—H—’—*—-‘—’—’—.—*-Q—*Q

w
S 800
x
=
g 600 ==4==Bandwidth(p:5001)
3
g == Bandwidth(p:5002)
B

400 Bandwidth(p:5003)

o—/0/)--0—r-r—-0-0-co{--rt-0
200
0

1 2 3 45 6 7 8 9 101112 13 14 15

time:sec

G g sl 8 (5001,5002,5003) Bl Ao dllgioal dajadl G Akl anll 1(17) Joid)
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O ol (openflow) JsSsisslls (RYU) aSaiall DA (e dantll 3asa ol alasinly dajall (a ey oSl

Gl Gaje 5D Al (5002) didl L) leanst & ) (AF31) Losall 4S5t and dilal) 301 e
Oslai &1 (5003) sl ) legunst &5 S (AF32) Lsall 3S5a S ¢(300kb/S) Lol pavadall (sa35l
.(200Kb/s) L] saadall a3l Glaill e

1Glua gill g clalitiuN)

JoSsig ) alatinly Aajall (s oSadll ol (e deadll saga LY Gipl i Gl 1w G L
& Al \geasaul Al V) daphall b coaphll Gu 4kl Ly (RYU) «Saidls (openflow)
la3ns Dhaie Lajall (mje 35a ¥ Cumy (QoS per-flow ) st JS1 deasll s35a 255 & (17) o) gyl
Jsb e ajall (el (Baas Samy oy san Sle 83 S e adiad ) o2 (S0 ey Jostill 3l 33,
lilaa) gllaall (383l aelgd axe 3al) () (g SNl axe sal) o) G (A dlae) Adee llaiiy L)
) Aaplll 2 L 580 ol we Jebeill duslie e diplall oda Ul (Jasall G5 Jgha L)
(i gy liadg 4l (DSCP) ded e bilsiel Cilial sae ) lehsialy calianll pant lalia il il
Nl eVl Aoty ASual) jlge Jasm Ly padieall Anlad g dajall (m ey St 4650l o3¢ ¢Sy

A aad Gy dadiall Dilegl il Jie S deja gae kil i) Gadl s caly
OSeal o e JeaSy ASpal) b Al il e 55 Y Gy dime colianl 3800 Jaeal aliel
o sl Glehaly alall & ey G Jsaa Jara Al e Al (Meter tables ) clalaadl Jglas alasiul
Glalasdl Jsas ola ‘(switch port) Lo Jase daial dpald aas ) (queues) duﬂ\ olfe e (Jaxall 13a
.(flow entries) @axill Ay pala
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