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O ABSTRACT 0O

Many studies adopted different techniques to encrypt color images. This study will focus
on using DNA sequences as encryption keys and for the purpose of indexing which will be
used to change image elements positions for image encryption. At first HASH string is
taken for the image file, the resulted HASH string is converted into DNA. The purpose of
taking the hash function of the image file is to obtain a high key sensitivity. The image file
is converted to binary format and then encoded with DNA codes. Encrypting of the file
with the key through XOR process. After obtaining the encoded file, and pixel locations
for the images by making use of three DNA sequences for the image files. Image
encryption was evaluated by several factors such as the correlation between adjacent and
entropy pixels, image layout, and resistance to differential attacks. It was shown that
random DNA sequences could be used as encryption keys and for indexing purposes when
encrypting colored images by the obtained results of the evaluation factors.

Keywords: DNA encoding, encryption, correlation coefficient, entropy, differential
attacks.
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