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O ABSTRACT 0O

Balancing data privacy and utility remains a fundamental challenge in privacy-
preserving data publishing. Although numerous anonymization techniques have been
proposed, many existing studies rely on theoretical comparisons or limited experimental
evaluations, often lacking a unified framework for jointly assessing privacy and utility.
This paper presents a systematic experimental evaluation of four widely used
anonymization models: k-anonymity, ¢-diversity, t-closeness, and k-map. The
evaluation is conducted using ARX tool on real-world Adult dataset. Furthermore, k-
anonymity and ¢-diversity models are evaluated on healthcare dataset (Heart Disease).
Privacy and utility metrics are analyzed within a unified methodological framework. To
enhance evaluation consistency and interpretability, we propose a Unified Utility
Measure (UUM) that integrates several utility metrics into a single aggregated score.
This approach reduces inconsistencies from separate metrics and provides a
comprehensive assessment of data utility.

The results reveal a clear inverse relationship between privacy and utility, where stricter
privacy requirements significantly degrade data utility. Furthermore, optimal parameters
are empirically identified for each model to achieve an effective trade-off. Finally,
practical guidelines are provided to support informed decision-making regarding
anonymization.
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cosiall ¢ aall 1y (e 43S Claw 6 ldie) & Adlal) dsaall bl de gene dalual [
=1 aally ((fbs) abuall a2l S Jas ¢(ChOI) J g i KU (trestbps) dall ¢ Wil al@l) aal) i
Ll Dl dules cilew Sl claadl 3L cysie) (a4 L(thalach) @iaed QI Gl Jaed
dgyuall Ayl ((restecg) dalll ¢ (il Jaads xi6 ((OP) graall AV £5i 1 (i) alpely i)
s¢all 3550 oWl ST adiie i o(Oldpeak) seall o bl ST phie (alissl (€Xxang) seall sjiadl

(num) B8l () i o(thal) LasSEl Als ¢(Ca) Gaall (asally 43 glal) dpud ;) Le ) ae «(slope)
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i Cliyre 4nd daw S arenill dpayell bl ¢ Uy 5 GARX 3l ) bl de gena jpaal aay
(* Dol o) aill QoS pdl Fiay aY) (ssinsall Wl el 201 il U1 (ssisddl Jiay . cLgilily dapla

Aaayliall Ak sy Aualiall maly bt b (e Lol 528ll5 Hlasll Jame o ADa)) Jiias
Lmiiidl adll i G o(Risk) aladl oad) jhad Jaee 8V el Jiag (JISEY) ppen 3 L i)
Data ) bl 323l Jiey g3l UUM (b o LA small iy i ¢ el dpapad o5
iy e ol il L) il sy slaal) Jaee Johaadl g 8 JsY) el Jiey Gl (Utility
:Adult @by dsgana o Luagadl g dad apdi —1-4
: k—anonymity auis : Yl

ALl o) a5 ch=2,3,5,10,15 :a8 alasiuly A-anonymity z3ses Gada =505 3 Jsaal) cuy
Cligine (ga sl BUal i z3sall) sl Al (mpads [8 ¢16] Alall iy ) L deadidlly
.40:50¢100:200 : o ST ddlos) ad HLaa) 5 cdpa uadl)

k-anonymity gisai (gl gilii .3 gand)

k Average prosecutor risk Granularity | N.-U. entropy | Discernibility | Attribute—level squared error UuMm
1 54.76538% 100% 100% 100% 100% 100%
2 4.83932% 84.89577% 53.95683% 93.11208% 88.75258% 74.11319%
3 3.42386% 82.35758% 51.49837% 90.26364% 86.15024% 71.56300%
5 2.27193% 79.23407% 48.77942% 87.57163% 83.62146% 68.76344%
10 1.05879% 74.96503% 42.72509% 87.53657% 83.34903% 65.00301%
15 0.83380% 72.40117% 42.50977% 89.37185% 82.85534% 64.23251%
40 0.39832% 67.32652% 36.48847% 83.43286% 79.60260% 59.05715%
50 0.36319% 66.19244% 35.62627% 81.90831% 78.04819% 57.90871%
100 0.19589% 60.03092% 31.00283% 81.05571% 76.68966% 53.85391%
200 0.11501% 55.42926% 27.59413% 77.43633% 21.09448% 39.62896%
Privacy-Utility Trade-off
:;
=
Risk [%]
k-anonymity zisai & clill) saildy duaguadd) G Aaglidl 1 Jil
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Sl ((UUM Luliiag Aulidll) \gaxilas (Average Prosecutor Risk alall cadl jlad Jase (aléasly
Ll 33l (addii g da seadl) (s5ise adiiy gl ¢ plall Jane (missy A dagd saly) die

i) Gua dpapadll shiue (B S Guad ) o k=2 2ic A-anonymity 3 Guls
sapdll ) e paliall Aagn ALaY) el Ljlie %49.92606 Gy alall eadl Hhd Jaee
il gal Clan g lgaed Pa 50 %100 sl diapa ()5S S dlal) bl 8 5a5asall
L) sl jlie %25.8868 1 sty culilll 5 8 (aladsl Jilie () e calas g5iad 31K

Coliy Lo i 5 Cum h=40 N A= 15 o JEy) vie clilul) 5256 b 1 gale (mleai) Jaadls
(Lt %0.43548 Laiy jladll Jaea (midhy 3 cApasadll 8l dpama (st Gilie G2l e %5
L) 328 3 e (8 aa pdliye Apasaad (gsiue (3adl el La)liall Ak A= 15 lie) (S Jully

Dbl Jaee 8 (aliatV) ol Loy ala J<8 culilll 556 cacadss) cA=200 i 3,2y dyail 3
b Basale e (puad Jilie € IS8 5 Galissl ) (535 A J 8l il of e Jy Lee (T Tagiaa
s gadll
:hk-map a1 Ll

-k—anonymity cylas 3 deadivall Lld A ad pladiily cA-mMap zages Gubad z55 4 Jsaal) Gan
ainall (gsine o 58l @l a8l )il pasl Zero—Truncated Poisson [iia alaiel
J15] Amap clpd i 4y oasdl il g il 8 ek Y ) 5K U Jalad Sy Gam LY
sabd Jlaay Lilae paiy Je Jpaall carg @=0.1 e ddlaal) AVl (g paad 5 WS
Glly 3acl Jid Susy Slaw 452,220 o)laie Sloas) adine paaa (il pe adiadl b LY
Ul 586 e s JSa A-map il Al ellds ¢ piaall Gl sl e %10 Lws Adult
Koo g i)Yz 3saill dpulia e JIE LAY adinall aas 355 G Y (Aga seadlls

k-map zligal gkl milii .4 Jgaad)

k Average prosecutor risk | Granularity | N.-U. entropy | Discernibility | Attribute-level squared error UuM

1 54.76538% 100% 100% 100% 100% 100%

2 4.83932% 84.89577% 53.95683% 93.11208% 88.75258% 74.11319%
3 3.42386% 82.35758% 51.49837% 90.26364% 86.15024% 71.56300%
5 3.42386% 82.35758% 51.49837% 87.57163% 86.15024% 71.56300%
10 2.69698% 80.43306% 49.69637% 87.53657% 84.10755% 69.64072%
15 2.69698% 80.43306% 49.69637% 89.37185% 84.10755% 69.64072%
40 1.25710% 76.05174% 43.52282% 83.43286% 83.76056% 65.77317%
50 1.16491% 75.44547% 42.99926% 81.90831% 83.02764% 65.16276%
100 0.83380% 72.40117% 42.50977% 81.05571% 82.85534% 64.23251%
200 0.48004% 69.23214% 38.00994% 77.43633% 81.85633% 60.94653%
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Privacy-Utility Trade-off

Data Utility [%)

Risk |%]

k-map GSJAA. ‘_,A Gl Baildy Auaguaadl) o Aaylial) .2 JS&l

Gsisa adiy g hall Jame midy A ded 30l die 431 2 JSall; 4 Jsaall B mlll el
Gl Lo bl s e Ulas A=5 ) A=3 o JEV) aie bl 320l (ddiy dya sadll
lial aaa o) Agdadll f dad 0 @llds cclld) e Jygmill et Gaadai Ay Uilll a0l g sl Jaeey
5 k=3 G Al k=3 o e Jy lee (ofipad DS 5 3 golus culS (Ral) e sl
s b painall e k=35
el Gl A=15 ) A=10 oo JEY) xie ol | &

Lo gl 3 Gum h=200 ) A= 100 oo JESY) die clill) 5256 3 Jagale Salias) Jaadls
«%0.35376 iuis yladll Jaee (aliaily papadll 8 s dsime Guad Jilie 26 e %3 )liy
clilll 528l b Jsdie (08 pe adlie dpasiad s (3ad] JBiall Aiayliall ki k=100 lie) Se il

dan Tasane bl 523l s yladl) Jame (3 (aldN) maay (40 (o ST) 50U A ad e
i b ) Jgeaslly avenil) Z36S 2oL 35k %60.94653 LV 55l (missi k=200 ) Yseas

(%12.47623) jlail (ana de saia D5

zisad Liia Al Ljlie %5.40821 daayy el clily 2l A=15 xc A-Map zisa Gis
Géa Ly (ahaall anentll AAES mléas) dagms clldy (A= 15) ) daylia) e xie A—anonymity
38 Qa4 hall Jaes 8 %1.86318 (mliss) Ly el dpagad (s A—anonymity z 3.
B LY adinall e Gy Aial) e $p3la (A= 15) daapadl

U Ysms Wiy 8 aaled) o Gasisy Amap ol 3 osdsall G gsall DAY Jidy
Ssime Sle Aleall by Ll il S i) ey cid) ate cial g LY paad
o hlaml ST & a8 el il aaey el Al COdl Gl il ssis e Guls adia)
Gamylial B @l sie A-anonymity sl dglie z58 (3ad A-Map zised Koy Glli ¢ L) aainl)
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i A5 53 ) iy Gl Jas of aley 53 aaleallé <[3] (Homogeneity Attack) (uilaill
S U e Aubial) dad) 0 555 ey JaS £—diversity zisai ) 13 . (aidie ki G

sluall L) o8 01 aaal Dlai of=2 dlasiuly of—diversity z3sa uli il 5 Jeaall Gy
J AiSae dad aadl (b L nad e o ggiad ) AU Jaal A as Al 3 deadi)
8 ds3ne 5D b Aulun Glas pe Joleill die z3gaill 35 aal ey 1 £=2 & Aladloda 8 4
Slogsimt Al bl Clesana b Gl e aall b gald (5 YGb zisal 138 ey 3 .ol
4] 4458 dulia cilas

£—diversity zisai guds il .5 Jand

Average prosecutor risk

Granularity

N.-U. entropy

Discernibility

Attribute—level squared error

uum

54.76538%

100%

100%

100%

100%

100%

1.62623%

70.04410%

39.89278%

81.73791%

75.88680%

60.32149%

s (S50K) amiaiall Jaall iy O andl i Gum (lsia e IS Aubiall Rand) o 55
Sleal e %24.8 s (>50K) ginpal) Jaall @y el Jia Laiy ccdland) sl o %75.2
vie %17 s ciady Cun Ao gaial) Bl Aty Guaall apanil] 28ES £ 651 ) 50 Laa cdaih Lo
Oan duliall dand) (e (ialine i el sa Glecal dlig f=2 i £-diversity z g Guks
%60.32149 Y 1 sale JSbs cilill) 325 (aliaal by 1y « 530S 2 S

%3.91102 Gy Jteb clily 3236 ((A=15) Lid) Layliad) d5c xic A-anonymity z3se Gia
& Ao saiall Dlandl Lo 50y Gelaal) arextll A8ES g Y Dyl f=2 vie f—diversity z3sen Ll
Ga el dpapad G k=15 2ic A-anonymity zisa Gia LS .%7.75508 dwdy 5l
Gl dgag mawy G £=2 xe £-diversity z3say Ljlie %0.79243 dudy hadll Jare (sd)
A Lain ASS 5 JS (8 duluall ) (e n Odied 35a Oleal ) e pplan (gind 530S
=l ha Jaee Jliy ey Slaw 15 I e ggind 58185 Ul 35 pamy k= 15 e @anonymity
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%90 o 51S5 A% <gal 13 Qi) G Aad L Jaa¥) layysioslelye (50 581K il Jals dulall
s Cadgiuy Al aaleall (8 cadipall Jaall <3 ) (e %10 5 (paiaia) Jaall @ld cBlawdl o
ChatY) o sagr Cayd 135 (amiiie Caagiua) 2l Jio o Y %90 sy Jlial gl ¢ Sa 24l
@lid Jab Aulual)l Zawll ol a)s )l Gaay Al (£ClOSENESS zigai (Baki &5 2l 138 Axdlaaly
S gy e il

£0.1, 0.2, :ay of Jalaall ad s2c aladinly £-Closeness gisa Gulad =i 6 Jsaall Gy
bl 38l e I8 e Faad al Jesl Al @lldg (0.24, 0.25, 0.3, 0.4, 0.5, 0.6, 0.7, 1
EMD ulia e ARX 310 adiad £ diluall ilualy .Apa padl) (gdiuag

t-closeness gigai (guli milii .6 Jgal)

t Average prosecutor risk Granularity N.-U. entropy Discernibility | Attribute-level squared error UUM Sample
uniques
1 54.76538% 100% 100% 100% 100% 100% 41.17244%
0.9 54.76538% 100% 100% 100% 100% 100% 41.17244%
0.8 54.76538% 100% 100% 100% 100% 100% 41.17244%
0.7 19.98307% 93.46966% 73.63315% 96.56435% 95.89358% 86.32931% 11.88782%
0.6 26.06309% 90.50057% 76.35021% 92.61552% 93.52230% 85.65627% 16.01203%
0.5 20.24261% 86.56652% 68.72958% 90.28007% 87.41650% 79.97310% 12.22089%
0.4 26.15501% 82.47148% 70.00934% 84.40892% 85.84910% 78.35589% 16.53535%
0.3 29.33217% 79.52187% 69.05828% 80.82714% 82.77419% 76.11743% 19.14655%
0.25 36.50872% 75.35004% 69.34595% 75.89880% 79.27989% 73.78925% | 25.94286%
0.24 1.22281% 55.65384% 32.27164% 70.11733% 67.23913% 50.06437% 0%
0.2 0.46663% 46.21690% 21.77320% 76.67038% 20.32140% 34.30567% 0%
0.1 0.28181% 34.48275% 14.81843% 58.46143% 17.39764% 25.59787% 0%
Privacy-Utility Trade-ofT
I
Risk | %]

t-closeness igai & clibull 5aildy Aagadl) G Aayliall .3 i)
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(Sensitivity Analysis) duulus Jalad ¢ hal & sliaad) oysY) A gises bl il (e Gaaall
Lllas leag gyl IS Jiay Cam 7 Joaall b minse g LS ol (he Ailide cila gyl B2 aladiuly
(Rl 168y aapall # 3 gaill) A-anonymity = 3ga andi il e alaie Y @iy, i,

L lie I @ty oy sl s Ll aadls ally cdabiaal) Julas linia 4 JS80 ey
syl paen b A=15 e Bl Lagliall ddaii if Cum L V) a8 8 cplal) o2

oailadl] ey 4l 2515 ¢ el uliall Diliay e Lapyat Sy iy i) b))l gl 18
O 2SB a0 S 5Ll e Jira o edll 335 £ Lia s 356l ladall clilyl] Aaal) 4,0S])
bl L) sl Bl SV sl jig sl gyl

sy adl UUM ulie dpabn Jadadl da ial) el gl .7 Jgand)

il A3il<a) laad) (s s Ao anall il Jaalill) | Basgall s Lug A Agulad) Judast da yiial) cilagy L)

0.10 0.20 0.30 0.40 (Lalad) Lbdath) 5058 o 385) (o) ;Ui
0.25 0.25 0.25 0.25 (el goand Lyglacia 15 5f) sbaall gy ;Ui
0.30 0.15 0.40 0.15 Geball aadlly asarill Jlaia o 585 gl
0.10 0.20 0.20 0.50 bl Slagleal) gginal) o Blial Lo 38 g0l

Sensitivity Analysis of UUM

e e —~———=
— . —
X
K Value

UUM lial dpuluadl Jalas cliade .4 (i)

1Ayl p LA 7 dall 0 Bl i) Judail) - 3-4

&5 (e dlan) AN i) ela) & chglaan) AN €3 2 3l (G ALasOlal) lig il (o (lanias sl agid
ey (Jalsall pagil Aldia lad aus e [28] (t-Test: Paired Two Sample) adaiyall culesanall t il
UUM 32860 (ilsa (g5 e chA-map  £-closeness «k—anonymity = el ¢ 438l

k-anonymity ¢ Jo¥) JLEaY) 8 dlaa) <l Cpeldl Cua e LEaY) oda i 8 Jsall
Clanss o(=3.62) Liswnall JLEAY) dad Caly s ch-anonymity z3sa wllal lags s £closeness
(@ = 0.05) AN (s5ise 5o LIS B 25 ((P-value = 0.0067) adlaa) Lol

zsa mllal lags Bes Loyl Jdaill el ck-map 5 A-anonymity cp JBI lesY) g
s3a ity (P-value = 0.0170) 4llaay¥) dadll Clay ¢(=3.0002) LLiaY) dad aly Cus h-map
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e A-ANONYMItY = 35a 4 lie culilydl 556 e Jalial) 3 el 558 iy A-map z3sai of Lualyy dagl
Al oda Tl W) Jaa gl o5 3l oeiliall e (38050 130 Lgasit gyl Jag 55

UUM (uliia ssima o gilaill o (t-Test) Lilaay) AYal cilas) gt .8 Jgaad

a YA s P-value Lilaay) 4edl | t Loay) ded ksay)
0.05 0.0067 -3.62 t-closeness ;5 k-anonymity _adse o :ds¥)
0.05 0.0170 -3.0002 k-map 5 k~anonymity adsa o 1 AU

i) (el @iliby Ao gana o Anagadl) ¢ ilai anli —4-4
: k—anonymity aus : Yl
-k=2,3,5,10,15,40 : a8l alaaiuly A—anonymity - 3sai Gudat =3 9 Jaaal) G

k-anonymity gisal Gguba @il .9 Jgaall

k Average prosecutor risk Granularity | N.-U. entropy Discernibility | Attribute-level squared error UUM

1 100% 100% 100% 100% 100% 100%

2 11.80556% 46.48610% 63.06615% 92.02839% 49.96336% 58.71553%
3 10.14493% 44.43184% 62.08047% 88.00164% 46.76653% 56.54868%
5 6.25% 39.79835% 58.93313% 82.98298% 45.53496% 53.49171%
10 2.86738% 30.51996% 55.32934% 77.76185% 48.18922% 50.46868%
15 2.82258% 29.69540% 54.97525% 71.32132% 0.63485% 35.25177%
40 1.45631% 21.58970% 50.40417% 49.17645% 0.43066% 29.52645%

pledl eaall had Jase (pe IS5 K dad (g danaly 4puSe Al 05ap 9 Jsaall 8 bl el
et dpapadll e (A oS Guad ) gaw AS2 e k-anonymity Gl L cnlilall sxiléy
dcsene o mes O ) @) e %100 dps Jis el ally agdll cad) e Gl
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