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0o ABSTRACT O

Wireless Body Sensor Networks (WBSNs). consist of small, resource-constrained

sensor nodes that can be permanently or semi-permanently implanted inside the patient's
body, or placed on the skin surface for specific medical purposes, sensing biometrics. The
use of biometric features is one of the most effective ways to protect communications in
WBSNs, rather than traditional protection schemes that consume limited network
resources. Although the use of traditional biometric features has increased the level of
security within protection systems, it has had several drawbacks, which has led to the
development of new, more effective biometric features such as ElectroCardioGram (ECG)
sensors and electroencephalography (EEG).

In this paper, we present a new security scheme to agree on the encryption key between
two sensor nodes in a WBSN, based on the characteristics of both ECG and EEG signals.
In this scheme. We implemented this proposed scheme, tested it, and then evaluated it
against previous key management schemes, and the results showed the effectiveness of this

scheme, which achieve a high level of reliability, and achieve security requirements in WBSNs.

Keywords: Wireless body sensor network(WBSN), Key management, Biometrics,
ElectroCardioGram (ECG), Electroencephalography (EEG).
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=== SENDER SIDE ===
[Sender] 1) Secret key integers (9..511): [582, 32, 345, 225, 216, 21, 145, 272, 45, 269, 303, 136, 143, 299, 432, 398]
[Sender] 2) Secret key bitstring length: 144

[Sender] (Extra) EEG-based partial key: 011101109161611000010100011101000000110021110160010111160200110010111010008000010110000101110600010181111000011
11181011180091 100

[Sender] (Extra) Length of EEG-based partial key: 128

[Sender] 2.1) Converted key into bytes, length: 18

[Sender] 3) Reed-Solomon encoding done. Encoded bytes length: 38

[Sender] 4) Encoded key bitstring length: 304
)
)

B A i B
L I YY)

[Sender] 5) X0R done, ¢ length: 304
[Sender] 6) Computed SHA-256 hash of the original key: f36d2f84973584942450cd552a3853dd12 feeb312213d9667b5cbd3669cbelc2

=== RECEIVER SIOE ===

[Receiver] 2) XOR dome. Encoded key bitstring length: 304

[Receiver] 2.2) Encoded key bytes length: 38

[Receiver] 3) Reed-Soloaon decode successful.

[Receiver] &) Recovered key bitstring length (with possible padding): 144

[Receiver] 5) Computed hash of recovered key: f86d2B4973584942456¢d55203853dd12feeb312213d966 b5 chd3e69che1c2
[Receiver] 5) Hash matches! Key is correct.

[Receiver] Key recovered successfully!

[Receiver] Recovered key (integers): [502, 32, 345, 235, 216, 21, 145, 172, 45, 269, 363, 136, 143, 294, 432, 398]
[Receiver] (Extra) EEG-based partial key: 0111011001019110649101063111018000001109011161000191111000961109101110160000060101100001011190000101911116600
1111161811160001100

[Receiver] (Extra) Length of EEG-based partial key: 128

ghaal o Glisy) dabial laal) Gkl oo Jlha 2(4) JSA

ECG cfiuas ghadud :(1) duajlsil

1: **Read ECG dakas:*
Z: Read specific channel from file using a library (widkl
3- **Detect QRS peaka.**
4 Use a QRS detection algorithm (HJRS)
] **Calculate R-R featnre.**
[ Compute average distence between CRE peaks
T **Extract segments around QRS peaka.**
g: Define segment length based on awverasge B-R
S: +*FOR ERCH** CRE peak:
140: Extract segment around peak
11: **Extract individual P, O, R, 5, T peaka.t*
12: *+*FJR ERCH** segment:
13: Find maximum value (B peak)
14: Find minimum waluse after half of R (Q peak)
15: Find maximum valus before O (P peak, handle edge cases)
1&: Find minimom wvalue after B (S peak)
17: Find maximum value after 5 (T peak)
15: **Calculate feature yaluea.r*
15; Calculate P-0, P-R, O-R, BR-5, B-I, 5-T features
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