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O ABSTRACT 0O

Application-Layer Multicast (ALM) networks has designed to overcome the propagation
issue of IP multicast, as they build a overlay tree composed of end-to-end unicast
connections based on the cooperation of group members with each other. With the rise of
cyber-attacks, group communication security and group key confidentiality in these
networks has become critical to prevent unauthorized access to sensitive data, especially in
military applications that rely on Drone-assisted VANET. This poses challenges in terms
of building lightweight key management and distribution protocols, and achieving security
when devices join or leave the group in dynamic environments.

This research aims to develop Arrows in a Quiver (AinQ), the key management and
distribution protocol, to improve the security of group communication in different
networks by minimizing key generation and rekeying time, especially in highly dynamic
groups. Also, examining group key randomization as a mechanism that makes key
prediction difficult for unauthorized parties, adding an additional layer of protection to
group communications and reducing the chances of session compromise or message
decryption.
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GenGroupKey: 0.142 seconds

KeyRetrieval (Vehicle 1): 0.016 seconds
KeyRetrieval (Vehicle 2): 0.01% seconds
KeyRetrieval (Vehicle 3): 0.016 seconds
KeyRetrieval (Vehicle 4): 0.019 seconds

Lo JS U8 o dalainlg Ao ganal) ¢ like g (ha) 1(7) JSi)

Gl bydlie die Fliall Cuasd (hays Re-Key suia ciliSie slacail die z Uil Cuasd (g ) dila)
(8,9) PISA A gy LS 5y0biall Allay alecai¥) la 8 4S50 IS Capanill 2y = Lkl 3abeiad (pa)s cgpal
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Group ReKey for Joined Vehicles: 0.182 seconds
KeyRetrieval (vehicle 1): 8.626 seconds
KeyRetrieval (vehicle 2): 8.637 seconds
HeyRetrieval (vehicle 3): 0.025 seconds
KeyRetrieval (vehicle 4): 0.0823 seconds
KeyRetrieval (vehicle 5): B.626 seconds

lial) 38 (e ddalaliuly aladaiy) die @ Udal) Euaat () 1(8) Jdd)
Group ReKey for Leaved Vehicles: 0.262 seconds
KeyRetrieval (vehicle 2): 0.051 seconds
KeyRetrieval (vehicle 3): 0.0844 seconds
KeyRetrieval (vehicle 4): 0.044 seconds
KeyRetrieval (vehicle 5): 0.045 seconds

alial) (e Adalafiulg §yaliall die - Udal) dyant (ya) 1(9) Jod)

:Verbose Jba aa JeSsigon MG milii .8.6

26 Jabe e Alaye 8 e Juaii IS8 g5 @l Gage of @iy ey verbose Jba Jd xie
Al Ll allay) il o P ded ads ey SaeY) Alaje el i cJanall AINQ JiSsis
ol 35 Essa Lol Py ol el Gy 2 el Al SUSL iliadl M5 350 ol g Y]
(10) IS 3 ce sa LS i IS e clipall dpudl il iy 28l 536 ol all )0

Jompt 4N

seniecretValue (Leader Loader 1) 0,024 tecond

Generate secret values for venlcis |

vehlcle 1'% Jecret valuw X 40 Dxbiniioffnbaseteabesc?2o0ene i e 1454047054000 2¢ 1 000r 1928 7)

vehicle 1's Pubiic value P31 ECCPOLnt(anDxBoSO7100a500cT79200 40011202467 104195000 909001700100cDaRec 29420, yoOud0oeadl 1955410030507590 1 e0nd0BBcACAR

anerats secret values for venicle
vehicle 2'0 Secret valuw x i: Oxfledf110a55m05]1 7900k SedSe0f 21ad0edonc TS0A000a T 10043 S 5043200 109
vehicle 2% Pubiie valoe P 1. ECCPoint(asDxbaliindetote o iice®ancdranebedddnci iS22 Tee 9000004010 0955¢08, voOuh0olelifal20000 00 Tevabetic ) 0070424

Glyally ks g4 illall &yl wdl) 15 1(10) Jeid
326 JSI KGC pliall ailsi S50 Wity gy i) Aalally Zalall giall psliad) adgi dlaje i el any
3 Al e i (12) JSEN G 5 Al s3a 345 il (1) JSE0 el agiie JS (e Cilpally adlial
wasiic an eliaeY) Sl G leuy 1 5,0l (mpeall Zally casiic S 206 s iy ) K g e paall e
A(13) IS8 b peamge s LS £S5 JS U8 (e 7 kel 30batiad Alsye Loy
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%, drives_sin 8 -
Generate partial Key for Venicle Lsader 1, remaing By MGC...

Vehicle Leager 1's partial public ey R.1: ECCPeint (=0n0O722¢0272167820710e40ebeccT04T05005fa80855920ac87383000806057743, y=0x0152841c07ecTLB057E8316F 0005
venicle Lesger 1's partial secret xey s_1: On41fe26f1alTasocifaed9ece12020307a07338F0150400a0085e8C5C3C70635

Generate partial key for Venicizs 1, rennisg by NEC...

Vehicle 1's partial public wey R_1: ECCPoint(n=0ulscdes2T837819080009726365038d40¢0F70200920181813F30ac08970be7a5, y=0xofT626f00BLbP1048T0T10500 00877700 JeA]
Venicle 1's partisl secret key s_1: QacOafifsosssdininaddTasaofonadfe2annlvvinanadal2osieqabffedsnsfe

Generate partial Key for Vehicles 2, remnisg Dy MEC...

Vehicle 2's partial public wey R_i: EECPoint(n=0u01e80¢5050804000e26734009c400005cFa%2438390d5207F0F5367312201188, y=Bx04iiadePBalfTo2585aTCL48000707940465 1Y
Venicle 2's partisl secret keéy s5_1: Ox)437Cecclicion420200e0£a038963a00coec 1903 Tadafob31a7heef53b000

cibyally Sl ¢ st el Aualally alal) el maliall 3lgi 1(11) Jod

®, drvecanl o -

benerate graup session key. ..

T T T T T T

Group Session key K _g: Ond37Ed0070a57152690e56018470a5¢00212F237755275ebe 1 5001 7909ch4aS e
1k OxalfécGe7aBa?7085967617d5Cc5d0ealc]1o0bessaZ 120328 560829008805061
Vi ECCPoint (x=0xd7f6b0F5053052a09983 Ffelc] S05alcalafso4an0fesnloc1of31992a4778025, v=0x333Tec05he31af30550a80172755e13f00b434eaa08222aT7090aTc030c192852e, curve

EEIEIEIIIIIIIZISEEEEIIISIILIIITIIIISIRSEEIIITIIIIIITIISIEER
Vehicle 1
Y_1: ECCPeint (x+Bx90ceb52a040fa55599000cE20288200a05830a072095808553Fecaecddalionl, y=0nfa2aco8dd7aBa202933425934cd21121co008a50] feTibdfacfasaboasatabds, cu

T_1: ECCPoint (x=0xeB8003c11970e 7505003377 0006T50005261805710¢00250e00¢0a50c4f0d0%, v=011731822cF5CB%0e1Tochctc0Teed33010142074590F51872fede 220085201803, Cu
C.1: Ox33020dea2’7aBbafLed)inicf12e28150775312925301 5390001040 300007152

Venicls 2

Y.1: ECCPeint(x=0xB0el0063Z20as24100012a017080eca00dd 4608 70cEYSOTEIS0E19T00a20e5D, y=ouceaTdlc750168012551e%241011a9307 TedePeatonrcoi1cP00100180c0a8361, curl
T.1: ECCPodnt(x+0x911a45c823903410edA7cbeb764T221013140a39492801 030 Feafab7ic5a500F, y=0u@35afiefaT277f04030i0 18736809280 F35¢20457T7098e0000001030Fac e, cu
C_1: Oxfl438821c1e017309F 209efc0c8280203bF 0a32a00] feldTebBeeBPil0844300

D L T T

GenSrovpiey: 0.176 seconds

Bidial) (aguall dailly deganall ¢ like g 1(12) Je
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Sign and verify digital signature...

Message signature! (Ox1633b504403202148050 0807027052 000000ADARSPRACATOSIDALACTLIONC, O S00BCH TS0 2F J0PCIR0YZIALS81ATCRCTUORISTIF27T0rdc Scafd TO0NPOTId0)
The Ledger nos 5enos The Droadcast message sd The signaturs o a1l wehicles

Vehicle 1 recelved the BrOAOCAST DesSage

¥ehicle 1 i3 verifying the signature..
The signature 13 valid!

Hey retrieval oy Vealcle ).

Group Ney retrisved: BxS210BS270aS5fL52850e5eb1B4T0a5c0021 212517552 75e0e13dn 17909 c04a5 e

vehicle 2 roceived the Lradocsst nesssg
Yehicle 2 is verifying tae signature..
The signature i3 valid!

Ae gannall ¢ likal Ayjal) Balaiaad 1(13) JSl)

slime] alacail e Aaill) syl Aaldlly Aelad) Afall pilially Al ) g it (14) JSE iapm
e sanall ga slime 5yalie tie lial) Cunat Rai el il Guding . apaal) Al #lide 35 5 cna

Nem venhicles join the group...

Generate secret values for Vehicle 3...

Vehicle 3's Secret value x_i: Ox58bd86c7dffEe701179d0D26Te3239939F375ad29552267603b58ea3e2¢cbalad
Vehicle 3's Public value P_1: ECCPoInt(x=0xc22B08c44eD5a7c06c3ceecfi7d846760297a0624eF1e3e0€630D006200405716, y=0x6eabic26e7864013ef2coeead

Generate partial key for Vehicle 3, running by K6C...

Vehicle 3°s partial public key R_i: ECCPoint(x=0xbba71bfcee?5focabofPa23c8aaasboul95ced7149533444beTedclaac345e2e3, y=0x07202d46050a8208¢hbf
Vehicle 3°'s partial secret key s_i: 0x17f7d1aB64d2cc3693c0701bab14f6699983792fe5709coco67d20debsc7a5802

Re-generate group session key...

New group session key for joined vehicles K_g: 6x8¢3657bc832abc21583bfebs128386782aeffbe4abf5d55abaf3175af67004d

Vehicle 1's C'_i: 6x5cdf7a89b2731a24d6d2dadf6b28fa33aafbebd922fbBaT61532e464b9F183be
Vehicle 2's C'_i: Ox64037a1789d978307386c24ae857084e17a4e16CC7280718a3ed7550ad52ec161

Vehicle 3's C'_i: OxfobB63d075625ch24ae62¢cfBbocS514a3dedc38aebabs79282123f7a20649310
Byalially alacai¥) die Ae ganall ¢ Uik Cuant Jalia :(14) Jeil
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Do) A8 L5 e AINQ gesliall ajsis 5)03) JoSsign 2 () oubd ilis 8.7
A ganal) Flike 358 0 12.3.1

Group Key Generation
1 Drones 20 Drones 50 Drones g 100 Drones

70

&0

50
= 40
»
= 30

20

10

50 100 200 500 1000
number of vehicles

Silal) (ja Cilida aad Ao ganall 7 lika 393 (4 1(15) JS&

Gl splisadl (Auda) 7 Gie) desanall Zlie alsl AINQ JsSsisydl by @Al a3l (15) JSall g
ek} (1000 5 500 5 200 5 100 5 50) Sial) lyyall (o dilide Sael oo ¢ Bladl Jomill 35S0l ZayyY)
oS sl ((Baaly b g sil) Y sl Ala Gy @M ) Lal
O )13 508 1000 L siall 305 ae 356 70 s ) 0 (o)l Las adiiyg Cam ciall dae 305 ae il
cdal) a3y il saaly bk (g0 8ilal Ao genall £ lide M5 (ha)

(il e aallly bl SEI Glaglandl e jen Al (Ladly elpaddls chiuall) Laghall Jl Lay
ay dgiie 20 e danie sdie 1000 (o 0S5 4801 de sanl) & Uit oL 2 4 Jaadl Cus ol dadase
052 85 100 5 50 5 20) adliall sac 55 ¢ JEll %95 Apdy (a8 (@liaN) of o gl 3.4
Loe aliall 306 e Jeall ayysis Aylsiall dalladl) ) @ld aapys cdiall aaad Dpusbn S8 dilanl Jray (Ll
ST e pu lleall 2 ) (g3

5pdlhal) /alaaly) aic doganall ke duand ) 12.3.2

o Adbiad) Zap¥) Claglisad) 3 e sanall £ lke Cuaat o) o 28liall sae aly) 0 (16) Sl maas
syila vie # bl Cuaat e of Ll Lastie JS e liell 5p0lally alaal¥) clSia 6f ASaliall Eia
30 a A Ol iy e @i o cdial) e B0l e S S Aoy () Laadl) Baaly Sl o0
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Group ReKey for Join/Leave
w1 Drones 200rones  =e=50 Drones  eeem100 [
//a
//’
.//‘.
:: 1 ,/"/
E /
Lad "’.'
< — = o ® -2
s o
number of vehicles

o ) il gy laaall 50lially alacai¥) i 4o ganal) g Uika Cupans (e 1(16) JS)

Lo (s cslpmdd) cohiuall Lghall) jlda s cilpllall e SST 51 20 G adliall sxe 53l g S
Ala & s die plezil die elpw degendll 3 dypmnll 30 go 20l malial Cyaad Ge) (alids)
Jhay cuaaill ey of g3 o gabies Lastic 20 o gsluily dejse dype 50 e Aul 0.051 ) die 3yl
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