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O ABSTRACT 0O

This research aims to identify the risks and problems resulting from modern techniques used
in banks, and to investigate the protection measures which are represented by administrative,
technical, and monitoring procedures and policies applied in banks and which enhance the
efficiency of information systems.

As a means to realize and achieve its objectives, the research presented the concept of
information systems efficiency, and the factors influencing this efficiency, in addition to the actual
status of the electronic work environment in Syrian banks and services offered by these banks to
their clients. The researcher also demonstrated the risks and threats facing the uses of technology in
general and in banks in particular in terms of using the global networks- Internet — thus shedding
the light on risks that cannot be overcome unless by taking action, and applying some principles-
the researcher focused here on COBIT and ISO standards (27001) and (27002.(

The researcher has chosen the Real-Estate Bank and Audi Bank as a sample of her research.
She studied the extent to which these banks were affected by the uses of information techniques,
and the risks that they were exposed to, and also the administrative, security and technical
procedures taken to reduce the risk of technology uses. This was done through analyzing and
assessing the actual status of information and data security by comparing the data of practical
reality with safety standards specified by the appropriate authorities.

Necessary data related to the accounting information systems used in the sample banks were
collected from the managerial reports and statistics beside interviewing staff concerned in
information and data security. In addition to that, some experimental trials were carried out, like
Acunetix Website Audit, in oreder to know the number of penetrations and gaps that can occur and
through which they can determine the level of protection in some electronic bank transactions .

The research concluded that the efficiency of accounting information systems to offer
security for bankers is relatively limited, and that it could have been better. These systems were not
able to reach an advanced level of safety objectives through their security policies and procedures.

Keywords: Accounting Information System, Information Security, Efficiency of system.
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