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O ABSTRACT 0O

Web applications usually use the session technique to ensure user access security to
protect both users and applications. Nevertheless, some of these applications suffer from
hijacking and many security problems. In this paper, we preview the most important web
applications problems to protect web applications from hijacking or any annoying things
that may affect them. Also, we preview the most important web security strategies.
Moreover, a web application session was developed to fetch some user information and
trace his activities, and then record them in an individual database. This was made to
secure the content from hijacking, perform various statistics and trace hijackers’ activities
in case of detection them or when a complaint was came.
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[* Al Aoy */
session_start();
[* Auda)) Caa */
class session
{
1* Gl Galddl Jsaall ausl*/
var $ses_table = "sessions";
1* bl aelsy Juay) e ST Jgacia */
var $db_con ="Y",
[* bl ac gy Jlaill c¥gaia */
var $db_host = "localhost";
var $db_user = "root";

var $db_pass = "root";
var $db_dbase = "web application™;

[* Gl aclgsy Juaiy) L) */
function db_connect() {
$mysqgl_connect = @mysql_pconnect ($this->db_host,
$this->db_user,
$this->db_pass);
$mysql_db = @mysql_select_db ($this->db_dbase);

if ($db_con) {
return FALSE;

}else {
return TRUE;

}
}
[ Clld) g Ty Ul a0 s/
function _open($path, $name) {
if ($this->db_con =="Y") {
$this->db_connect();
}

return TRUE;
}

P sl ) */
function _close() {
$this->_gc(0);
return TRUE;
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}
[* bl ac )@ e lilal) 5o )3 */
function _read($ses_id) {
$session_sql = "SELECT * FROM " . $this->ses_table
." WHERE ses_id ="$ses_id™;
$session_res = @mysql_query($session_sql);
if ('$session_res) {
return *;

}

$session_num = @mysqgl_num_rows ($session_res);
if ($session_num > 0) {
$session_row = mysql_fetch_assoc ($session_res);
$ses_data = $session_row['SES_VALUE"];
return $ses_data;
}else {
return
}
}

[* 3@l & 3aaa lily S/

function _write($ses_id, $data) {
$session_sgl = "UPDATE " . $this->ses_table
" SET ses_time="". time()
", ses_date="" .date('d/m/Y")
", ses_value='$data’ WHERE ses_id="$ses_id"";
$session_res = @mysql_query ($session_sql);
if ('$session_res) {
return FALSE;
}
if (mysql_affected_rows ()) {
return TRUE;
}
$session_sql = "INSERT INTO " . $this->ses_table
" (ses_id, ses_time, ses_start, ses_date, ses_value)"
" VALUES (‘$ses_id', "' . time()
M time() ™M™ L date('d/m/YY). M, '$data’)";
$session_res = @mysgl_query ($session_sql);
if (1$session_res) {
return FALSE;
} else {
return TRUE;
}
}
* didall cilily Cada */
function _destroy($ses_id) {
$session_sql = "DELETE FROM " . $this->ses_table
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." WHERE ses_id = '$ses_id"";
$session_res = @mysgl_query ($session_sql);
if (1$session_res) {

return FALSE;
} else {
return TRUE;
}
}
[* aaaS Al sl bl Gada */
function _gc($life) {
$ses_life = strtotime(*'-5 minutes™);

$session_sql = "DELETE FROM " . $this->ses_table
.""WHERE ses_time < $ses_life";
$session_res = @mysql_query ($session_sql);
if ('$session_res) {
return FALSE;
} else {
return TRUE;
}
}
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